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Introducing the course

@ Getting Started with Anypoint Platform (Mule 4)

Overview  Resources

Get hands-on with Anypoint Platform and learn the basics to design, build, deploy, and manage APIs.
YP! an, , deploy, 9 S m
Start: End:
09:00 PDT| |18:00 PDT
2040 2040
Seats: 25

Presenter/Author: Jeanette Stallons

Meeting ID: 1459775277
Meeting Password: L3arnMul3$oft

Jan 02 Getting Started with

09:00 PST Anypoint Platform (Mule 4) -
Day 1

Jan 03 Getting Started with
07:00 PST Anypoint Platform (Mule 4) -
Day 2

Class Survey

Start: 03 Jan 2040 7:00 AM PST
End: 16 Jan 2040 6:00 PM PST
Type: Survey [InProgress]

Total Questions: 7

Start Survey

In this module, you will:

e Learn about the course format.
¢ Download the course files.
e Make sure your computer is set up for class.

e Review the course outline.
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Walkthrough: Set up your computer for class

In this walkthrough, you make sure your computer is set up correctly, so you can complete the class exercises.
You will:

Download the course files from the MuleSoft Training Learning Management System.

Make sure Anypoint Studio starts successfully.

Install Advanced REST client (if you did not already).

Make sure you have an active Anypoint Platform account.

Download student files

1. In aweb browser, navigate to http://training.mulesoft.com.

2. Click Login and select Training.

Training Courses  Certifications  Learning paths  Training credits Login A

Training

Start your MuleSoft training BRI

3. Log in to your MuleSoft training account using the email that was used to register you for class.

Note: If you have never logged in before and do not have a password, click the Forgot your password
link, follow the instructions to obtain a password, and then log in.

4. On the Dashboard page, select Instructor-led under Enrollments then locate the card for your class.
Enrollments

Self-paced Instructor-led

Q)
& o

Getting Started With Anypoint Platform (Mule 4)

Starts: 02 Jan 2040 9:00 AM PST Ends: 03 Jan 2040 6:00 PM PST
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http://training.mulesoft.com/

5. Click the course name to see the course overview page then locate the class details on the right
side of the page.

@ Getting Started with Anypoint Platform (Mule 4)

Overview  Resources

Get hands-on with Anypoint Platform and learn the basics to design, build, deploy, and manage APIs.
£ g (A5 & Session IC1EE]
Start: End:
9:00 PDT| [18:00 PDT
2040 2040
Seats: 25

Presenter/Author: Jeanette Stallons

Meeting ID: 1459775277
Meeting Password: L3arnMul3$oft

Jan 02 Getting Started with
09:00 PST Anypoint Platform (Mule 4) -
Day 1

Jan 03 Getting Started with
07:00 PST Anypoint Platform (Mule 4) -
Day 2

Class Survey

Start: 03 Jan 2040 7:00 AM PST
End: 16 Jan 2040 6:00 PM PST
Type: Survey [InProgress]

Total Questions: 7

Start Survey

6. Click the Resources tab then locate the list of course materials on the right side of the page.

@ Getting Started with Anypoint Platform $-
(Mule 4) - Resources

Overview Resources

Name: P APStart4.3_studentManual_12may2020.pdf *
Mulesoft admin 2 months ago @ 2 Views

G0 Q0

Page Size:
A APStart4.3_studentSlides_12may2020.zip a
Mulesoft admin 2 months ago

Resource Type: L APStart4.3_studentFiles_12may2020.zip &
Mulesoft admin 2 months ago
All Types g0 Q0
File (6)
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7. Click the student files link to download the files.

8. Click the student manual link to download the manual.

9. Click the student slides link to download the slides.

10. On your computer, locate the student files ZIP and expand it.
11. Open the course snippets.txt file.

Note: Keep this file open. You will copy and paste text from it during class.

Start Anypoint Studio
12. In your computer's file browser, navigate to where you installed Anypoint Studio and open it.

Note: If you do not have Anypoint Studio, you can download it from
https://www.mulesoft.com/Ip/dl/studio. Upon starting Anypoint Studio, users on Windows may get a
popup asking to allow Windows Defender Firewall access for OpenJDK; access should be allowed.

13. In the Workspace Launcher dialog box, look at the location of the default workspace; change the
workspace location if you want.
14. Click OK to select the workspace; Anypoint Studio should open.

Note: If you cannot successfully start Anypoint Studio, make sure that you have enough available
memory (at least 8GB available) to run Anypoint Studio.



https://www.mulesoft.com/lp/dl/studio

15. If you get a new features page, click the Continue to Studio button to close it.

<3 Anypoint Studio 7.5.0

NEW

Import and edit API specifications
from Design Center

You can import OAS and RAML API specifications from Design
Center, and edit them in Studio. This adds the specification as
a linked Design Center dependency, making it easy to keep
draft specifications up to date.

Share anonymous analytics O

Help the Studio team improve by sending anonymous diagnostic and usage Continue to Studio
data.

16. If you get an Updates Available popup in the lower-right corner of the application, click it and install
the available updates.

Open Advanced REST Client

17. Open Advanced REST Client.

Note: If you do not have Advanced REST Client (or another REST API client) installed, download it now
from https://install.advancedrestclient.com/ and install it.



https://install.advancedrestclient.com/

18. Leave Advanced REST client open; you will use it throughout class.

[ ] O Advanced REST Client by MuleSoft

Q, search New request x +

Sy

GET ~  nhttpe/ /7 >

HEADERS

7 N\ /"4"\‘ 7
(0) (m) (@

Text editor

Add a header to the HTTP request.

@ ADD

:  Response X

No response recorded

Send a request to see the response.

Make sure you have an active Anypoint Platform account

19. In a web browser, navigate to http://anypoint.mulesoft.com/ and log in.

Note: If you do not have an account, sign up for a free, 30-day trial account now. Also, if you get
prompted here or in other parts of the course to enable multi-factor authentication, select Not Now.

20. Click the menu button located in the upper-left in the main menu bar.

— Anypoint Platform & Training  ?

21. In the menu that appears, select Access Management.

Note: This will be called the main menu from now on.
Anypoint Platform & Training 2 MM
Design Center

Exchange Management Center

Management Center - Access Management

Access Management

APl Manager
API Manager g

Runtime Manager

Playground Runtime Manager
Visualizer



http://anypoint.mulesoft.com/

22. In the left-side navigation, click the Runtime Manager link under Subscription.
23. Check your subscription level and if it is a trial account, make sure it is not expired.

Note: If your trial is expired or will expire during class, sign out and then sign up for a new trial account
now.

Access Management & Training  ? MM

ACEESS MANAGEMERT Subscription Information

Organization

Users Organization Name: Training

Roles
Environments Subscription Tier:  Developer - Trial
Multk-Factor Auth Expiration Date;  Expires on 2021-07-28
Identity Providers

Client Providers

Audit Logs Production Sandboxes
Connected Apps

Environments for production applications. Test environments for QA of applications.
External Access
SETTINGS vCores 00 vCores 021
Runtime Manager
Fiow Designer Design Static IP
SUBSCRIPTION Design environments for development of applications Available Static IPs for applications.

I Runtime Manager

Ohiect Store wCArac n o1 1D non




Module 1: Introducing
application networks and API-led
connectivity

APIs
Order ;
Shipment Stakus Order T Process
status i APIs
Customers L8
_ Orders System
Toll UPS SAP Salesforce APIs
shipments shipments customers customers
TOoLL - e =
sand =

At the end of this module, you should be able to:

e Explain what an application network is and its benefits.

e Describe how to build an application network using API-led connectivity.
e Explain what web services and APIs are.

e Make calls to secure and unsecured APIs.




Walkthrough 1-1: Explore an API directory and an API
portal

In this walkthrough, you locate and explore documentation about APIs. You will:

o Browse the ProgrammableWeb API directory.
o Explore the API reference for an APl (Vimeo).

o Explore the API portal for an API to be used in the course.

Home
* ProgrammableWeb API DIRECTORY API NEWS _

4 Assets list
LEARN ABOUT APIS WHAT IS AN API ? TUTORIALS AP| CHARTS & RESEARCH PAGES @ Amerlcan FLIghtS API v2 ‘ 2.0
e (15 reviews)
A NEW IDEA IN AUTO FOR R
DEALERSHIP TECHNOLOGY: LEAH R PR /flights/{ID}
Summary
. dpoi ~
Search the Largest API Directory on the Fnpoints Code examples show v
Web Mights - URI parameters Hide ~

Qverview
SEARCH APIS D

String  Required

POST

Filter APIs

Hide ~
7D} ~ Headers
Include Deprecated APIs

Overview client_id

API Name Description Category Submitted E String  Required

gle Map [This AP! is no longer available. Google Maps' services Mapping 12.05.2005 DELETE dient secret

have been split into multiple APIs, including the Static
A AP String  Required

Browse the ProgrammableWeb API directory

1. In a web browser, navigate to http://www.programmableweb.com/.

Note: If the ProgrammableWeb site does not open, navigate to
https://developer.vimeo.com/api/guides/start instead and proceed to step 7 below.

2. Click the API directory link.

WRITE FOR US | BECOME MEMBER LOGIN

& ProgrammableWeb API DIRECTORY API NEWS Search over 21,596 APIs and much more Q

LEARN ABOUT APIS WHAT IS AN API ? TUTORIALS API CHARTS & RESEARCH ADD APIs & MORE ~ ﬁ u m

APIs will change
your industry

> Find out how



http://www.programmableweb.com/
https://developer.vimeo.com/api/guides/start

Explore the API reference for the Vimeo API

3. Enter vimeo in the search text field then press Enter/Return.

APl DIRECTORY APl NEWS vimeo Q

\RCH GLOSSARY CORONAVIRUS ADD APIs & MORE ~ Y n ﬂ m

Design

RAMLIng.

4. |n the search results, select the Vimeo API.

Search the Largest API Directory «
Web

vimeo |

Filter APls

By Category “ Include Deprecated APIs

One exact APl match : Vimeo

APl Name Description Category

Vimeo API Let Vimeo take care of all your video needs. Their Video
APl handles uploading, transcoding, hosting and
playback of any video type. Embed the videos in your
own website, or share them...

Vimeo Vimeo is a website that allows users to view other Video
oEmbed API peoples' videos and upload their own for others to

see. No advertisements are added befare, during, or

after users'...

Note: If the search doesn't work, navigate to the URL http://www.programmableweb.com/api/vimeo
manually.
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http://www.programmableweb.com/api/vimeo

5. Inthe Vimeo Version History section, select the Vimeo REST API.

Vimeo Version History

Filter by Architectural Style:

All w Architectural Styles

Title Style Version Status Submitted

Vimeo REST API REST 0.0 Recommended {Acti pported) 09.16.2007

6. Inthe Specs section, click the API Portal / Home Page link.

SPECS

API Endpoint https://api.vimeo.com

APl Portal / Home Page http://developer.vimeo.com/api

Primary Category Video

Secondary Categories Community, Content, Movies, Transcoding

7. Inthe new browser tab that opens, click APl Reference in the left-side navigation.
danere 1o |

Working with Video Uploads RESTTulAF

» Working with Vimeo Live

Using th

Using Gommon Formats and Parameters

The example scrig
Changelog require a little cus’

braces, like this:

AP| Reference

Working with Rate Limits
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8. Review the API Reference for information about endpoints, HTTP methods and parameters.

Using the API Reference

Congratulations! You've hit the motherlode. This is the Vimeo API reference. Here you'll find complete (some
might say exhaustive) information about all the methods, endpoints, fields, and values that go into the
Vimeo API. If it's listed on these reference pages, it's available for your development project.

This guide explains how to use the reference.

Before you begin

You communicate to the Vimeo API through HTTF messages called requests. Especially if you're coming to
us new, you might want to familiarize yourself with three essential components of an AP| request —
endpoints, methods, and parameters — jUst So we're speaking the same language going forward. Your
summary (or refresher course) awaits.

(i) NOTE: Headers are an equally important component of API requests. We touch on headers
briefly here, but you can find more detailed information in Using Common Formats and
Parameters.

About endpoints

An APl endpoint is a path that uniquely identifies a Vimeo resource: anything from a video to a user account.
The exact path of the endpoint differs depending on the type of resource, but you always append it to
https://api.vimeo.com.

Table 1 shows a few of the most commen endpoints from around these parts. Keep in mind that there are
many others. You'll find them all in the pages of the reference.

Table 1. Common endpoints by resource type

Resource Endpoint*
Video https://api.vimeo.com/videos/{video_id}
User https://api.vimeo.com/users/{user_id}

9. Close the browser tab.

Explore an API portal for an APl to be used in the course

10. Return to or open the course snippets.txt file.
11. Copy the URL for the MuleSoft Training API portal.

) Mulesoft




12. Return to a browser window and navigate to that URL:

https://anypoint.mulesoft.com/exchange/portals/muletraining/.

Welcome to your MuleSoft Training portal!

Build your application network faster! Get started with powerful tools, intuitive interface, and
best in class documentation experience.

Assets
All types v Q  Ssearch -
) REST AP M REST ARI ) REST AP
CS-VLE-provisioning API TestAPI American Flights API

13. Click the American Flights API.

14. Click /flights in the APl Summary on the left side.
15. Click /{ID} in the API Summary.

16. Browse the resources that are available for the API.

€ Assets list
PAGES American Fl_lghtS AP v2 | 2.0x ‘ &1 Download ‘ P Request access
| (15 reviews)
Home
SPECIFICATION NOTE: Version v2 of this APl is for use with Mule 4.1 courses. It has a 4.X.X proxy that uses HEADERS for client_id authentication.
Summary The American Flights APl is a system API for operations on the american table in the troining databose.
Endpoints ~ Supported operations
* Getall flights
Hlights A Ents -
s Geta flight with a specific ID
T * Add a flight
s Delete a flight
.

Update a flight

or

/{ID} ~

Overview

Reviews

- |

17. Select the GET method for /flights.

MuleSoft



https://anypoint.mulesoft.com/exchange/portals/muletraining/

18. Review the information about the GET method; you should see there is an optional query

parameter called destination.

Cookie Preferences  Login

& Assets list
PAGES

Home
SPECIFICATION

Summary

Endpoints

/flights

Overview

=

HID}

Overview

Types
OTHER DETAILS

Conformance Status

APl instances

@ American Flights API

38 /flights

Code examples

Query parameters

destination
String  Enum

Enum values: = SFO
= LAX
*» CLE

Headers

client_id
String Required

client_secret

String Required

Responses

200

Body

Media type: application/json

v2

APl is behind firewall (&

20x w

Select server

| Mocking Service v

https://anypoint.mulesoft.com/mocking/api/v1/so
Show v urces/exchange/assets/fd604b43-365¢-42e8-810f-

733a2b7f411f/american-flights-api/2.0.1/m/flights
Hide »

Query parameters
destination

@ Add

Hide A

Headers

COoPY I Text editor
client_id*

Value is required but currently empty.
client_secret*

It

Value is required but currently empty.

Hide - @® Add




19. Scroll down and review the Headers and Responses sections.

Headers Hide ~

client_id

String  Required

client_secret

String  Required

Responses
< 200 >
Body Hide ~

Media type: application/json

< Copy Table view  Source view

Lib :

"code": "ER38sd",

"price": 480,

"departureDate": "2017/07/26",
"origin": "CLE",

"destination": "SFO",
"emptySeats": 0,

"plane": {
"type": "Boeing 737",
"totalSeats": 150

}

1,

20. In the left-side navigation, select the DELETE method.
21. Locate information about the required ID URI parameter.

Cookie Preferences  Login

€ Assets list

APl is behind firewall (&
PAGES American Flights API v2 | 20x v
Select server
Home | Mocking Service v
pISN3IY /flights/{ID}
SPECIFICATION
https://anypoint.mulesoft.com/mocking/apifv1/so
Summary Code examples Show v urces/exchange/assets/fd604b43-365c-42e8-810f-
733a2b7f411f/american-flights-api/2.0.1/m/flight
N i SHID,
Endpoints ~ URI parameters Hide ~ {ID}
fflights ~ 1D URI parameters
String Required
Overview * Required field
, ID*
Headers Hide ~
—
client_id Value is required but currently empty.
HID} & String Required
ue arameters
Overview Qluziyfp
client_secret
I @ Add

String Required

DELETE

Headers
Responses

22. Review the information for the other resources.
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Walkthrough 1-2: Make calls to an API

In this walkthrough, you make calls to a RESTful API. You will:

e Use Advanced REST Client to make calls to an unsecured API (an implementation).

¢ Make GET, DELETE, POST, and PUT calls.

e Use Advanced REST Client to make calls to a secured API (an API proxy).

e Use the API console in an API portal to make calls to a managed API using a mocking service.

e Use the API console to make calls to an API proxy endpoint.

oK [@uenss e
American Flights API V2 0
B /rvienes
1 |-
2- | xamp
3 "ID": 1,
4 “code": “"rree@eel”,
“price”: 541, ights
6 “departureDate”: "20816-81-20T00:00:00", Overvew
“origin”: "MUA", =
8 “destination”: "LAX", [ ros1
9 “emptySeats”: @,
10 |- “plane”: {
1 “type": "Boeing 787",
12 "totalSeats": 200 »
13 }
14 h AP itances srig. fequred
15 |- {
16 "ID": 2,
17 “code": "eefdd123",

Use Advanced REST Client to make GET requests to retrieve data

Return to or open Advanced REST Client.

Make sure the method is set to GET.

Return to the course snippets.txt file.

Copy the URL for the American Flights web service:

p w D PF

http://training4-american-ws.cloudhub.io/api/flights.

Note: This is the URL for the APl implementation, not the managed API proxy. The -ws stands for web
service.

5. Return to Advanced REST Client and paste the URL in the text box that says Request URL,
replacing any existing content.

http://training4-american-.. x +

GET http:/ftraining4-american-ws.cloudhub.io/api/flights 7 — :

) Mulesoft


http://training4-american-ws.cloudhub.io/api/flights
http://training4-american-ws.cloudhub.io/api/flights

6. Click the Send the request button; you should get a response.
7. Locate the return HTTP status code of 200.
8. Review the response body containing flights to SFO, LAX, and CLE.

¢ Response x

€@ o

1 =11

2 - {

3 "Ipt:o1,

4 "code": "rree@B@il”

5 "price"”: 541,

6 "departurebDate”: "2816-81-208Te0:08:88",
7 "origin": "MUA",

B "destination”: "LAX",

9 "emptySeats": 8,

18 |- "plane”: {

11 "type": "Boeing 787",
12 “totalSeats": 208

13 }

14 e

15 |- {

16 "Ipt: 2,

17 "code": "eefdB123",

9. Select Raw from the options menu in the response area.

¢ Response Raw X

€@ o

"ID": 1,
"code": "rree(001",
"price": 541,
"departureDate”: "2016-01-20T00:00:00",
"origin": "MUA",
"destination": "LAX",
"emptySeats": 0,
"plane": {
"type": "Boeing 787",
"totalSeats": 200
}

"ID": 2,

"code": "eefd0123",

"price": 300,

"departureDate": "2016-01-25T00:00:00",

10. Click the Open parameters editor icon (the pencil) to the right of the URL.

11. In the query parameters editor area that appears, click the Add button.
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12. Set the parameter name to destination and the parameter value to CLE then click Close.

http://ftraining4-american-ws.cloudhub.io/apifflights?destination=CLE =~ X

QUERY PARAMETERS
Name Value
® destination CLE )
(® ADD
ENCODE URL  DECODE URL CLOSE

13. Click the Send the request button; you should get just flights to CLE returned.

14. Edit the query parameters again, click the Remove this parameter button next to the parameter to
delete it, then click Close.

15. Change the request URL to add a URI parameter to retrieve the flight with an ID of 3:
http://training4-american-ws.cloudhub.io/api/flights/3.

16. Click the send button; you should see only the flight with that ID returned.

¢ Response Raw %

@ o«

{
"ID": 3,
"code": "ffee0192",
"price": 300,
"departureDate”: "2016-01-20T00:00:00",
"origin": "MUA",
"destination": "LAX",
"emptySeats": 0,
"plane": {
"type": "Boeing 777",
"totalSeats": 300
}
}

]

Make DELETE requests to delete data

17. Change the method to DELETE.

) Mulesoft


http://apdev-american-ws.cloudhub.io/api/flights/3

18. Click the send button; you should see a 200 response with the message Flight deleted (but not
really).

Note: The database is not actually modified so that its data integrity can be retained for class.
http://training4-american-... x +

DELETE ~ http:/ftraining4-american-ws.cloudhub.io/api/flights/3 Va —

HEADERS BODY AUTHURIZATIONO ACTIONSO CONFIG CODE SNIPPETS

COPY I Text editor

Name Value

. Header name Header value @

® ADD

Response Raw x CLEAR

200 Jelid Time: 86 ms Size: 50 Bytes

{
"message": "Flight deleted (but not really)"

}

19. Remove the URI parameter from the request: http://training4-american-ws.cloudhub.io/api/flights.

20. Click the send button; you should get a 405 response with the message Method not allowed.

LS Method Not Allowed

{
}

"message": "Method not allowed"

Make a POST request to add data

21. Change the method to POST.
22. Click the send button; you should get a 415 response with the message Unsupported media type.

Unsupported Media Type

{

"message": "Unsupported media type"

}
@ MuleSoft


http://apdev-american-ws.cloudhub.io/api/flights

23. Click the Add button in the header area.
24. Select Content-Type in the resultant Header name drop-down menu.
25. Type app in the Header value field then select application/json.

Name Value

. Content-Type application/json @

26. Select the Body tab.
27. Return to the course snippets.txt file and copy the value for American Flights API post body.
28. Return to Advanced REST Client and paste the code in the body text area.

http://training4-american-... x +

POST ~ http:/ftraining4-american-ws.cloudhub.iofapi/flights Vd >

HEADERS BODY AUTHDRIZATlONo ACTIONSO CONFIG CODE SNIPPETS

Raw input A JSON v

{ |
“"code": "GQ574",
“price": 399,
"departureDate": "2016/12/20",
“"origin": "ORD",
"destination™: "SFO", B
"emptySeats": 200,
"plane": {"type": "Boeing 747", "totalSeats": 408}

(=T T I T B W R 8

29. Click the send button; you should see a 201 Created response with the message Flight added (but

not really).

Created

{
}

"message"”: "Flight added (but not really)"

) Mulesoft



30. Return to the request body and remove the plane field and value from the request body.
31. Remove the comma after the emptySeats key/value pair.

HEADERS BODY ;*E\UTH{JthIZ,ifkTIEJI\.IloI ACTIONSO CONFIG CODE SNIPPETS

Raw input W JSON v

<
=

"code": "GO574",

“price": 399,

"departureDate": "2016/12/28",
“"origin": "ORD",
"destination™: "SFO",
"emptySeats": 200

00 = @ N Bl )

==

32. Send the request; the message should still post successfully.
33. In the request body, remove the emptySeats key/value pair.
34. Delete the comma after the destination key/value pair.

HEADERS  BODY :ﬁ.L.JTH{JFEIZATIL‘JMlc)I ACTIDNSO CONFIG CODE SNIPPETS

Raw input A" JSON v

]
"code": "GO574",
"price": 399,
"departureDate": "2016/12/20", L
"origin": "ORD",
"destination™: "SFO0"

L I = T, S U N Ry

35. Send the request; you should see a 400 Bad Request response with the message Bad request.

Bad Request

{

"message": "Bad request"

}

Make a PUT request to update data

36. Change the method to PUT.
37. Add a flight ID of 3 to the URL.
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38. Click the send button; you should get a 400 Bad Request.

Bad Request

{

"message": "Bad request"

}

39. In the request body field, press Cmd+Z or Ctrl+Z until the emptySeats field is added back.
40. Send the request; you should get a 200 OK response with the message Flight updated (but not
really).

€@ o«

{
"message": "Flight updated (but not really)"

}

Make a request to a secured API

41. Remove the Content-Type header by selecting the Headers tab then clicking the Remove this
parameter button next to the header.

42. Change the method to GET.

43. Change the request URL to http://training4-american-api.cloudhub.io/flights/3.

Note: The -ws in the URL has been changed to -api and the /api removed.

44. Click the send button; you should get a 401 Unauthorized response with the message Invalid client
id or secret.

Unauthorized

{

"error": "Invalid client id or secret"

}

45. Return to the course snippets.txt file and copy the value for the American Flights API client_id.

46. Return to Advanced REST Client and add a header called client_id.

47. Set client_id to the value you copied from the snippets.txt file.

48. Return to the course snippets.txt file and copy the value for the American Flights API client_secret.
49. Return to Advanced REST Client and add a second header called client_secret.
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50. Set client_secret to the value you copied from the snippets.txt file.

Name Value
. client_id d1374b15c6864c3682ddbed2a247a826 @
. client_secret 4a87fe7e2e43488c927372AEF981F066| @

Note: The client credentials in the snippets file may be different than what is shown here; the values in
the snippets file differ for instructor-led and self-study training classes.

51. Click the send button; you should get data for flight 3 again.

€@ o«

{
"ID": 3,
"code": "ffee0192",
"price": 300,
"departureDate”: "2016-01-20T00:00:00",
"origin": "MUA",
"destination": "LAX",
"emptySeats": 0,
"plane”: {
"type": "Boeing 777",
"totalSeats": 300
}
}

]

52. Click the send button several more times; you should get a 429 Too Many Requests response with
the message Quota has been exceeded.

Note: For the self-study training class, the API service level agreement (SLA) for the application with
your client ID and secret has been set to allow three API calls per minute while, for the instructor-led
class, the SLA allows for a higher number to accommodate shared use.

Too Many Requests
{

"error”: "Quota has been exceeded"
}
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Use the API console in the API portal to make requests to the APl using a mocking
service

53. Return to the browser window with the American Flights API portal at
https://anypoint.mulesoft.com/exchange/portals/muletraining.

54. In the left-side navigation click the GET method for /flights.

55. Review the Headers and Responses sections.

56. In the Responses section, look at the output example.

Responses
200

Body Hide -

Media type: application/json

<> Copy Table view  Source view

My 1,
"code": "ER38sd",
"price": 400,
"departureDate": "2817/07/26",
"origin®: "CLE",
"destination": "SFO",
"emptySeats": @,
"plane": {
"type": "Boeing 737",
"totalSeats": 150
1

WD : S
"code": "ER45if",
"price": 540.99,
"departureDate": "2817/07/27",
"origin®: "SFO",
"destination": "ORD",
"emptySeats": 54,
"plane": {
"type": "Boeing 777",
"totalSeats": 300
1
}
]

57. In the API console located on the right side of the page, make sure the Mocking Service endpoint is
selected.
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58. Look at the endpoint URL that is displayed.

Select server

Mocking Service W

https://anypoint.mulesoft.com/mocking/apifv1/so
59. Select LAX in the destination drop-down menu.
60. Enter any values for client_id and client_secret.
61. Click Send; you should get the example flights that are to SFO and ORD.

pLONOI @ 2411.93 ms Details vV

&« HH

Array([2]
-0: {
L DL
"code": "ER38sd"
"price": 400
"departureDate": "2017/07/26"
YoraginYs "CLEY
"destination": "SFO"
"emptySeats": 0
=!'planelts
"type": "Boeing 737"
"totalSeats": 150

}
=-1: {
LEDUE
"code": "ER451if"
"price": 540.99
"departureDate": "2017/07/27"
"origin": "SFO"

"destination": "ORD"

Make requests to the APl using an API proxy endpoint

62. At the top of the API console, change the endpoint to Production — Rate limiting SLA based policy.
63. Look at the endpoint URL that is displayed.

Select server

Production - Rate limiting SLA based policy

http://trainingd-american-api.us-e1.cloudhub.io/flights
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64. Click Send; you should get a 401 Unauthorized response.

401 Unauthorized JElERERNH Details \/

B & o« B
{

"error": "Invalid client id or secret"
}

65. Copy and paste the client_id and client_secret values from the course snippets.txt file.

Parameters Headers

>

client_id*
d1374b15c6864c3682ddbed2a247a826
client_secret*

4a87fe7e2e43488c927372AEF981F066

—I— Add header

66. Click Send; you should get a 200 OK response with only flights to LAX.

PISVNOL I 1864.24 ms Details \V

& «»
Array[3]
=0
Deflig At
"code": "rree00O1"
"price": 541

"departureDate": "2016-01-20T00:00:00"
"origin'": "MUA"
"destination": "LAX"
"emptySeats": 0
="plane": {
"type": "Boeing 787"
"totalSeats": 200

}
}
-1: {
UTHIEES
"code": "ffee0192"
"price": 300

"departureDate": "2016-01-20T00:00:00"
"origin": "MUA"

"destination": "LAX"

"emptySeats": 0
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Module 2: Introducing Anypoint
Platform

O, &

Anypoint Design Center AnypointManagement Center

R

Anypoint Exchange

e Hybrid cloud

At the end of this module, you should be able to:

¢ Describe the benefits of Anypoint Platform and MuleSoft’s approach to be successful with it.
e Describe the role of each component in building application networks.

e Navigate Anypoint Platform.

e Locate APIs and other assets needed to build integrations and APIs in Anypoint Exchange.
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Walkthrough 2-1: Explore Anypoint Platform and Anypoint
Exchange

In this walkthrough, you get familiar Anypoint Platform. You will:

o Explore Anypoint Platform.

e Browse Anypoint Exchange.

¢ Review an API portal for a REST API in Exchange.

e Discover and make calls to the Training: American Flights API in the public Exchange.

Exchange & Training 2 MM

Assets provided by MuleSoft

| All assets.

RESTAPIS v/
Training (master)

| Provided by MuleSoft 20restite]

Shared with me

Q training| X l =

D RESTAPI D RESTAPI D REST AP
My applications
Public portal Z @ @

. Training: American Flights AP| Glynt.Al API FINS BIAN Servicing Activity Analysis
Settings Process API
MuleSoft Organization MuleSoft Partner MuleSoft Solutions
Try the new search
) RESTAPI 1) RESTAPI D) REST AP

Return to Anypoint Platform

1. Return to Anypoint Platform at hitps://anypoint.mulesoft.com (not the public API portal you used last

module!) in a web browser.

Note: If you closed the browser window or logged out, return to https://anypoint.mulesoft.com and log
in.

2. Click the menu button located in the upper-left in the main menu bar.
3. Inthe menu that appears, select Anypoint Platform; this will return you to the home page.

Note: This will be called the main menu from now on.

= Anypoint Platform A Training 2 MM

2 DataGraph
. Unify many APIs into a single graph of data, and
Design Center consume exactly the data you need in a single

Get started creating Mule applications and APIs. request.

Create visual flows, and build, test, and reuse API
specifications and fragments.

Start designing

Unify & consume

e Management Center
Learn DataWeave with the DataWeave Playground

EXChange Runtime Manager
r deployed applications.
Diccover and chare racable AD

Deploy, manage



https://anypoint.mulesoft.com/
https://anypoint.mulesoft.com/

Explore Anypoint Platform

4. Inthe main menu, select Access Management.
5. In the left-side navigation, select Users.
6. In the left-side navigation, select Environments.

= Access Management & Training  ? MM

ACCESS MANAGEMENT Environments
Organization

Users Add environment

Roles
Environments
Mulgi-Factor Auth Name Tee
Identity Providers Design Design
Client Providers

Sandbox Sandbox

Audit Logs
Connected Apps
External Access

SETTINGS
Runtime Manager
Flow Designer

SUBSCRIPTION
Runtime Manager

Object Store

7. In the main menu, select Design Center.
8. Click the Create new button and look at the options in the popup.

= Design Center

Projects Q B e

New Project from scratch

Name Project Type Last Update New APl Spec
Define how the API will behave and how it
communicates with other systems & APIs

New Fragment
Compose snippets that can easily be
reused across multiple APIs

New Mule App

Design a Mule integration flow
New AsyncAPI

Design an AsyncAP|

New Project from existing source
Import from File

Create an API spec, fragment, or Mule app
from a file on your computer

Sync from existing GitHub Repo

Create a new AP| spec or fragment from an
existing GitHub repository

9. Close the popup.
10. In the main menu, select Runtime Manager.
11. If you get a Choose Environment page, select Design.

= Runtime Manager & Training 2 MM

DESIGN

| Applications
Servers
Flex Gateways [Ne]

Alerts.

VPCs

Private Spaces [vew)

Load Balancers
Deploy application

) Mulesoft




12. In the main menu, select API Manager.

= APl Manager # Training  ?

AP| Administration (Sandbox)

SANDBOX Add APl v Filter by v [ Q Search by APl name, version or label I l 0to0of0 v ]

APl Administration

API Groups

Automated Policies
Client Applications Na APIs found in this environment

Custom Policies

Analytics

Explore Anypoint Exchange

13. In the main menu, select Exchange.

14. In the left-side navigation, select Provided by MuleSoft; you should see all the content in the public
Exchange.

Exchange & Training 2 MM

Assets provided by MuleSoft

| All assets

All types Vv

Q Search ‘
Training (master) I

I Provided by MuleSoft 20 results.

Shared with me

{& Connector (& Connector & Connecter

My applications

Public portal 2 @

SAP 5/4HANA OData Connector - Mule Salesforce Connector - Mule 4 Amazon 53 Connector - Mule 4
Settings 4
MuleSoft Organization MuleSoft Organization MuleSoft Organization
Try the new search
&9 Custom ) Custom 00 Custom

15. In the left-side navigation, select the name of your organization above Provided by MuleSoft

(Training in the screenshots); you should now see only the content in your private Exchange, which
is currently empty.

Exchange A Training ~ ?
.
Training assets [master)
| All assets
All types v Q Search =
I Training (master)

Provided by MuleSoft Oresult.

Shared with me
My applications

Public portal

settings

Try the new search We couldn't find results that match your criteria

16. In the left-side navigation, select Provided by MuleSoft.

MuleSoft

MM




17. In the types menu, select Connectors.

Exchange & Training 2 MM

Assets provided by MuleSoft

| All assets

Connectors v
Training (master)

I Provided by MuleSoft 20 results.

Shared with me

O} Search

{e- Connector {= Connector (== Connector
My applications
Public portal (£ @
SAP S/4HANA OData Connector - Mule Salesforce Connector - Mule 4 Amazon S3 Connector - Mule 4
18. Select one of the connectors and review its information.
19. In the left-side navigation, click the Assets list link.

20. Enter salesforce into the search field and press Enter/Return.
21. Locate the Salesforce Connector - Mule 4 connector and review its details.

Note: This Salesforce connector is used in the Development Fundamentals course.

Exchange # Training ? MM

€ Back to assets list
SaLESforce COﬂ nectOI" - MUle 4 { Download l l Dependency Snippets

Accelerate your Salesforce integrations across Sales Cloud, Service Cloud, Salesforce Platform, and
Force.com

& Connector & MuleSoft  (® Updated yesterday

1 MuleSoft Organization published yesterday | 10.15.x v
Tl Categories (3)v (2 Tags (7) v Latest 10.15.7 REHEHE
"
& Assets list Anypoint Connector for Salesforce (Salesforce Connector) enables you to accelerate your Salesforce integrations across Sales Cloud,
Service Cloud, Salesforce Platform, and Force.com. The connector gives you access to all Salesforce entities to enable automation of
PAGES your business processes to help maximize your investments in services and solutions like enabling your sales teams, increasing

revenue, and serving your customers better. This connector:

Home
* Provides a powerful solution to implement top Salesforce integration patterns.

* Supports all create, read, upsert, and delete operations across Salesforce objects. Additionally, it supports Salesforce's bulk
operations that are optimized for working with large sets of data.

22. In the left-side navigation, click Assets list.
23. In the types menu, select Templates.
24. Remove salesforce from the search field and press Enter/Return.
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Browse REST APIs in Anypoint Exchange

25. In the types menu, select REST APIs.
26. Browse the APIs.

Exchange & Training  ? MM

Assets provided by MuleSoft

| All assets

REST APIs v
Training (master)

I Provided by MuleSoft 20 results.

Shared with me

Q Search

(i1 REST APl (T REST API (T REST API
My applications
Public portal 3 @ @ @
_ Salesforce Energy & Utilities TMF 641 Service Order API TMF 673 Address Validation API
settings Integrations API
MuleSnft OrFanization MuleSnft OrFanization MulaeSnft OrFanization

Discover and review the API portal for the Training: American Flights API

27. Click Try the new search and examine the new search features available in Exchange.

New search features in Exchange

Filters
Filter assets by type, organization, category, tag and lifecycle state.
Any type ~ Any organization v Any category v Any tag v Any Lifecycle state +

r APl Groups

L Connectors

Match details

See which API spec properties and page text matched the search term.

Tralning: American Flights API
I580) % RESTAPI /% MuleSofc & MuleScft Organizaton [ June3, 201%  C Contalns stable versions

Matches found In;  Specification{3)  Pages (7] Patch versions

Mame American Flights A21

Endgaint path Mights

Sort results

Start using new features

This will not affect other users, and you can switch back at any time.
We may temporarily disable the new search without warning for maintainance.
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28. Click Cancel.

Note: For this course we will use the original Exchange search experience.

29. Locate and click the Training: American Flights API.

) REST API

Training: American Flights API

MuleSoft Organization

30. Review the API portal.

= Exchange & Training  ?

Training: American Flights API [ oounioad v | [ viewcoce

7 RESTAPI & MuleSoft (D Updated 2 years ago

k1 MuleSoft Organization published 2 years ago ‘ v2.0 public 20x v
 Tags (1) v Latest 2.0.1 [KESEL
]
& Assets list This example RAML 1.0 APl is used in MuleSoft training courses.
- It defines the basic GET, POST, DELETE, and PUT operations for flights and uses data type and example fragments.
]
Home
Resources
SPECIRCATION + Learn more about RAML at RAML.org.
* Read the RAML 1.0 specification.
Summary
Training
Endpoints ~
Learn to define, implement, deploy, and manage this basic RAML 1.0 APl in one of our introductory courses:
flights A
= Getting Started with Anypoint Platform (2-day instructor-led or free, self-paced course for anyone)
ID) - = Anypoint Platform Development: Fundamentals (5-day instructor-led or free, self-paced course for developers)
Learn to define much more advanced, well-designed, modular RAML 1.0 API definitions in our APl design course:
Types v

* Anypoint Platform: API Design (2-day instructor-led course for developers)

31. In the left-side navigation, expand and review the list of available resources.
32. Click the GET link for the /flights resource.

MuleSoft




33. On the GET /flights page, review the information for the optional destination query parameter; you

should see the API is similar to the one you explored in the public MuleSoft Training portal.

Exchange & Training 2 MM
& Back to assets list
Training: American Flights API | oownioad v | | view coae
7 RESTAPI & MuleSoft (9 Updated 2 years ago
& MuleSoft Organization published 2 years ago | v2.0 Public 20x v
O Tags () v Latest 2.0.1
R
€ Assets list APl is behind firewall @
[l /flights
PAGES
Select server
Home Code examples Show v | Mocking Service v |

. Toggle code example details
SPECIFICATION g Query parameters Hide ~
https://anypoint.mulesoft.com/mocking/api/v

Summary 1/sources/exchange/assets/68ef9520-24e9-4cf

destination 2-b2f5-620025690913/training-american-flight
Endpoints N String Enum s-apl/2.0.1/m/flights
Enum values: = SFO
Hiights A * ;ﬁ( Query parameters
.
destination
QOverview
Vv
GET Headers Hide ~
client_id
/{ID} - String Required @Add

Use the API console to make calls to the Training: American Flights API

34. In the API console, review the options for the instances you can test.

Select server

Mocking Service A
Mocking Service

Rate limiting SLA based policy

35. Select Mocking Service.
36. Select a destination in the drop-down menu.

Query parameters

destination
SFO A
SFO
dd
LAX




37. In the Headers section, enter any values for client_id and client_secret.
38. Click Send; you should get the two example flights.

"ID": 1,
"code": "ER38sd",
"price": 400,
"departureDate™: "2017/67/26",
"origin": "CLE",
"destination": "SFO",
"emptySeats": @,
"plane": {
"type": "Boeing 737",
"totalSeats": 150

"ID": 2,
"code": "ER45if",
"price™: 540.99.

39. Change the API instance from Mocking Service to Rate limiting SLA based policy.

40. Select a destination in the drop-down menu.

41. In the Headers section, copy and paste the client_id and client_secret values from the course
shippets.txt file

42. Click Send again; you should get results from the actual API implementation for the destination you

selected.

[
"ID": 1,
"code": "rree@@Ol",
"price": 541,

"departureDate": "2016-81-28T00:00:00",
"origin': "MUA",
"destination'": "LAX",
"emptySeats": 0,
"plane": {
"type": "Boeing T8T",
"totalSeats": 200

"ID": 3,

"code": "ffeepl92",
"price": 3080,

"departureDate": "2016-01-20T00:00:00",
"origin': "MUA",
"destination": "LAX'",

NammtuSaate'- 0
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Module 3: Designing APIs

- " Exchange g
® ® ®
@ Amesican Flights API# — @

‘= < APLportal — -
= - . f
|.,m. API console %

gt s o
oe7] = Moghang sérvae: 0 e e i e e g s e
= i

oy s mocksve UG COMMockeT 2406047, 1 024-4B68-3697-6 i 2 API dESlgner :

: - =
ocee Mocking Service & - =
[bur Jre oy | e

Query parameters herw aptional parameter e

At the end of this module, you should be able to:

o Define APIs with RAML, the Restful APl Modeling Language.

e Mock APIs to test their design before they are built.

o Make APIs discoverable by adding them to the private Anypoint Exchange.
e Create public API portals for external developers.
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Walkthrough 3-1: Use API Designer to define an API with
RAML

In this walkthrough, you create an API definition with RAML using API Designer. You will:

e Define resources and nested resources.
e Define get and post methods.

e Specify query parameters.

queryParameters:
destination:
required: false

american-flights-api.raml

I exchange.json

= Design Center ? MM
Saved 9 minutes ago D’ American Flights APl/master - m
1 #SRANL 1.0 _ ) N
B Files + 2 title: American Flights API = Documentation (Q) Q
: >/
Q Fil 4 /flights: .
H Filter 5 get: API title: American Flights API -
6
7
8

9 enum:

18 - 5F0 N

- e API endpoints
12 - CLE

13 post: fflights

14

5 rao
16 get:

fflights/{ID}

Create a new Design Center project

1. Return to Design Center.
2. Click the Create new button and select New API Specification.

New Project from scratch

Mew AP| Specification
Define how the APl will behave and how it
communicates with other systems & APIs

New Fragment
Compose snippets that can easily be reused
across multiple APIs

New Mule App

Design a Mule integration flow
New AsyncAPI
Design an AsyncAPI

WNew Project from existing source

Irmnart from Fila

In the New API Specification dialog box, set the project name to American Flights API.

3.
@ MuleSoft




4. Ensure I'm comfortable designing it on my own is selected and click Create API; API Designer
should open.

New API Specification

Project Name (required)

American Flights API

How do you want to draft the APl Spec?

o I'm comfortable designing it on my own
A complete code editing experience with interactive documentation

Specification Language

RAML 1.0 v

(O) Guide me through it
Use a visual interface scaffolding the API Specification (can generate
both RAML & OAS)

Use GitHub to store, manage, and collaborate on API specifications.
To get started authorize the MuleSoft application. Learn more

Create API

5. Review the three sections of API Designer: the file browser, the editor, and the API console.

= Design Center ?

7 American Flights API/master v m

1 #RAML 1.0 . oy

) I ) . = i | |
E| Files + 2 title: American Flights API — Documentation ) @
% o Fiter API title: American Flights API -
{7
| american-flights-api.raml s

I exchange.json

Import from Exchange

Add a RAML resource

6. In the editor, place the cursor on a new line of code at the end of the file.
7. Add a resource called flights and an additional new line.

#%RAML 1.0
title: American Flights API

J/flights:




View the API console

8. Look at the API console on the right side of the window; you should see summary information for
the API.

Note: If you do not see the API console, click the Documentation icon located in the right column.

= Design Center 2 MM
Saved a few seconds ago 1? American Flights APl/master v m
1 #%RAML 1.0 — : oy
EI Files + 2 title: American Flights API — Documentation '._\O/.-' 3
. >
Q Fil 4 fTflights: .
Q Filter 5 — APl title: American Flights API vy
{4

| * american-flights-api.raml

IV exchange.json

Add RAML methods

9. In the editor, on the last new line of code backspace so you are indented the same amount as the
flights resource; look at the contents of the API Designer shelf.

Note: If you don’t see the API Designer shelf, it is either minimized or there is an error in your code. To
check if it is minimized, go to the bottom of the web browser window and look for an arrow. If you see
the arrow, click it to display the shelf.

10. Indent by pressing the Tab key; the contents in the API Designer shelf should change.

E-? American Flights APl/master v

#5RAML 1.0
title: American Flights API

/Tlights:

[ e T R N

Methods Docs Types and Traits Security

I delete I description | is I securedBy
I get I displayName | type

I head

I options

I patch

| post

| put

11. Click the get method in the shelf.
12. Look at the API console; you should see a GET method for the flights resource.
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13. In the editor, backspace so you are indented the same amount as the get method.
14. Click the post method in the shelf.
15. Look at the API console; you should see GET and POST methods for the flights resource.

— Documentation @

API title: American Flights AP

APl endpoints

fflights

Add a nested RAML resource

16. In the editor, backspace and then go to a new line.
17. Make sure you are still under the flights resource (at the same indentation as the methods).
18. Add a nested resource for a flight with a particular ID.

/{ID}:

19. Add a get method to this resource.
20. Look at the API console; you should see the nested resource with a GET method.

— Documentation @

API title: American Flights API

APl endpoints

fflights

flights/{ID}
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Add an optional query parameter

21. In the editor, indent under the /flights get method (not the /flights/{ID} get method).
22. In the shelf, click the queryParameters parameter.
23. Add a key named destination.

#%RAML 1.0
title: American Flights API

/flights:
get:
queryParameters:
| destination:
post:

O oo N U b WN R

=
[

/{ID}:
get:

=
[

N
N

. Indent under the destination query parameter and look at the possible parameters in the shelf.

N
ol

. In the shelf, click the required parameter.

N
o2

. In the shelf, click false.

N
~

. Go to a new line of code; you should be at the same indent level as required.

N
oo

. In the shelf, click the enum parameter.
. Set enum to a set of values including SFO, LAX, and CLE.

N
[(e]

4 /flights:

5 get:

6 queryParameters:

7 destination:

8 required: false
9 enum:

10 - SFO0
11 - LAX
12 - CLE




Walkthrough 3-2: Use the mocking service to test an API

In this walkthrough, you test the API using the Anypoint Platform mocking service. You will:

e Use the API console to make calls to a mocked API .

e Use a shareable public link to make a call to a mocked API.

| american-flights-api.raml

0 exchange.json

destination:
required: false
9 enum:

= Design Center 2?2 MM
Saved 9 minutes ago i# American Flights APlimaster v Publish 2 v
1 #sRANML 1.0 _ N
E' Files + 2 title: American Flights APL = Documentation t ) @
3 NS
Qi 4 /flights: )
- Filter 5 get: API title: American Flights API o
6 queryParameters: i
7
8

10 - 5F0 .
T - Lax APl endpoints
12 - CLE
13 post: /lights
14
15 /{ID}: GET Posr
16 get: ||
17

/Mlights/{ID}

Starting file

If you did not complete the previous walkthrough, you can get a starting file here. This file is also located in the
solutions folder of the student files ZIP located in the Course Resources.

Test the /flights:get resource

1. Return to API Designer.
2. Inthe API console, click the GET method for the /flights resource.
3. Review the information; you should see a mocking service URL.

— Documentation

https://anypoint.mulesoft.com/mocking/api/
vl/sources/vcs/projects/51eb568f-82b1-455e
-8ae9-9a502f3e5ed5/master /m/flights

Code examples Show v
Query parameters Hide -
destination
String Enum
Enum values: ¢ SFO

s | AX

* CLE
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http://training.mulesoft.com/cmsres/GSTART/wt3-1_American-Flights-API_solution.zip

4. Click the Try it button for the flights GET method then click the Send button; you should get a 200
status code and an empty response.

Get

Back to docs

Request URL

| hitps:/fanypoint.mulesoft.com/mocking/api/v1/sources/vcs/projects/Oae28¢ |

Query parameters

—o Show optional parameters

destination

o | :
@ Add

Headers

COPY 1 Text editor

Add a header to the HTTP request.

@ Add

oK Time: 222.2 ms

1 -0

5. In the destination drop-down menu, select SFO and click Send; you should get the same response.

Test the /flights/{ID} resource

6. Click the menu button located in the upper-left of the API console and select Summary to return to
the resource list.

APl endpoints

/flights

il ightsx’{ID}
@ MuleSoft



7. Click the GET method for the /{ID} nested resource.
8. Click Try it; you should see a message that the Request URL is invalid.

Get ‘ Back to docs

Request URL

https://fanypoint.mulesoft.com/mocking/apifv1/sources/ves/proje

The URL is invalid

URI parameters

* Required field
ID*

E Value is required but currently empty.
9. Inthe ID text box, enter a value of 10.
10. Click the Send button.
11. Look at the response; you should get the same 200 status code and an empty response.

Back to docs

Get

Request URL

| https://anypoint. mulesoft.com/mocking/api/v1/sources/vcs/proje

URI parameters

* Required field
ID*

_° |10

Query parameters

— Show optional parameters

@ Add

Headers

COPY I Text editor

Add a header to the HTTP request.

® Add

200 Jeld Time: 38.4 ms




Test the /flights:post resource

12. Use the menu button located in the upper-left of the API console to return to the resource list.
13. Click the POST method.

14. Click the Try it button then click the Send button.
15. Look at the response; you should get the same generic 200 status code response.

Post | Back to docs

Request URL

https://anypoint.mulesoft.com/mocking/api/v1/sources/vecs/projects/Oae28c

Query parameters

— Show optional parameters

@ Add

Headers
COPY 1 Text editor

Add a header to the HTTP request.

® Add

pliily OK Time: 116.5 ms
1]-14}

Test the /flights:get resource through a shareable link

16. Click the Mocking Service Configuration icon in the right column.

Publish v for v




17. Locate the Make Public slider under Service Settings.

Mocking Service Configuration

Vv Service Settings

Make Public

Use Mocking Service without authorization headers

18. Click the slider to turn it on.
19. Select the Set expiration date for public link checkbox.
20. Click the calendar icon in the Expiration date field and select a future day.

Set expiration date for public link
Expiration date

10/08/2021 O

October 2021 ~ ™ J

s M T W T F 8§

26 27 233{] 1 2
It in the

d:E

1R 1R

3 4 5 6
21. Click the Copy button to copy the public link.

an 11 12 14

Mocking Service Configuration

v Service Settings

Make Public 2 a
tharization headers

Use Mocking Service without autha

Public link

https://anypoint.mulesoft.com/maockir

Set expiration date for public link
Expiration date

10/08/2021 O

) Mulesoft



22. Return to Advanced REST Client, paste the copied link and append it with /flights.

https:/fanypoint. mulesoft.... X +

GET +~ | https://anypoint. mulesoft.com/mocking/api/v1/links/22¢39a67-03ad-4 | — :

23. Add a header called Accept with a value of application/json using the header drop-down menus.
24. Make sure the method is set to GET and click Send; you should get a 200 status code and an
empty response.

https://anypoint.mulesoft... x +

GET ~ https://anypoint.mulesoft.com/mocking/api/v1/links/22¢39a67-03ad-4 #* —

HEADERS AUTHDRIZATIONO ACTIONSO CONFIG CODE SNIPPETS

COPY I Text editor
Name Value

. client_id d1374b15c6864c3682ddbed2a247a826 @
® client_secret 4a87fe7e2e43488c927372AEF981F066 (&)
® Accept application/json ©
(@ AbpD

Response Raw x CLEAR
pliily OK Time: 1456 ms Size: 2 Bytes

{}

25. Return to your American Flights APl in API Designer.
26. Click the Make Public slider to turn it off.
27. Click the Documentation icon in the right column.

Documentation |j§|

e
L~d
4

4

28. Use the menu button to return to the resource list.

) Mulesoft



Walkthrough 3-3: Add request and response details

In this walkthrough, you add information about each of the methods to the API specification. You will:

e Use API fragments from Exchange.
¢ Add a data type and use it to define method requests and responses.
e Add example JSON requests and responses.

e Test an APl and get example responses.

= Design Center ? MM
I American Flights APl/master - m
1 mAmL 1.0 _ —_
B Files aF z tle: American Flights APT = Documentation (Q) )
: Z
Q Fier 4 types
e - s AnericanFlight: !include fexchange modules/68e19520-24e3-4¢12-b215-620025698913/ Post Tryit o
. training-american-flight-data-type/1.9.1/AnericanF LightDataType. ranl R
v examples
/flights:
V) AmericanFlightExample.ram| oat L https://anypoint.mulesoft.com/mocking/api/vl/s

ources/vcs/projects/fBbd25e9-47fb-42b4-9290-84
92f027c566/master /m/flights

AmericanFlightNolDExample.ram|

v exchange_modules 12 enum:

3 - 5F0 Code examples Show v
v 68ef9520-24e9-4cf2-0215-620025690913 1 - Lax
15 CLE
: Bod| Hide ~
v training-american-flight-data-type i Fespanses v
18 .
v 100 b Media type: application/json
20
AmericanFlightDataType.rami . AmericanFlight
exhangsscn 2 ou xchange_modules/68e9528-24e9-4c F2-b2 5-620025698913,
£l training-american-flights-example/1.08.1/AmericanFlightsExample. ranl
3
¥ training-american-flights-example
N <> Copy  Tableview  Source view
v 101 6
AmericanFlightsExample.rami 8 “code”: "ER38sd
a de examples/Aer icanF LightNoT0Exanp Le. ram "price”: 408
exchange.json o ndepartureDate®: "2017/67/26"
1
american-flights-api.rami
3 B " "
exchange json emptyScats”: 8
5 message: Flight added (but not really) "Plane”:
" “type": "Boeing 737"
710} “totalSeats”: 156

Starting file

If you did not complete walkthrough 3.1, you can get a starting file here. This file is also located in the solutions
folder of the student files ZIP located in the Course Resources.

Add data type and example fragments from Exchange

1. Return to API Designer.
2. In the file browser, click the Dependencies button.

Design Center

Saved 28 minutes ago

B Files +

Dependencies

american-flights-api.raml

V4 exchange.json
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http://training.mulesoft.com/cmsres/GSTART/wt3-1_American-Flights-API_solution.zip

3. Click the Fragments Add button.

Design Center

Saved 30 minutes ago

= Dependencies

Fragments (0) +

*

Rulesets (0) +

4. Inthe API Specification Fragments dialog box, select the Training: American Flight Data Type and
the Training: American Flights Example.

API Specification Fragments X

Any Organization v american

)

[C

Q D Include versions in
Development

= Name Version Date modified Created by Organization

Training: American Flight Data Type ¢ 1.0.1 Stable v | Sep 10,2019 @ MuleSoft Organiz... MuleSoft
Training: American Flights Example & 1.0.1 Stable v | Sep 10,2019 @ MuleSoft Organiz... MuleSoft
[] FHIR R4 OrganizationAffiliation Library & 1.0.0 Stable v | Jul 23,2020 @ MuleSoft Organiz... MuleSoft

D Show selected only Add 2 dependencies
Search and filter will reset

Click the Add 2 dependencies button.
In the dependencies list, click the Training: American Flight Data Type options menu and review the
menu options.

1 #5RAML 1.
E Dependencies ) 2 title: An
3
+ 4 JTlights:
'}( ¥  Fragments (2) 5 get:
B query
Training: American Flight Data T... , 7 des
V1.0.1 h r
2 Show in files €
Training: American Flights Exam.
_y Change version

Open in Exchange

Rulesets (0)

Remove

) MuleSoft co




7. Click the Files button (above the Dependencies button).

8. Expand the exchange modules section until you see AmericanFlightDataType.raml.

9. Click AmericanFlightDataType.raml and review the code.

= Design Center

Saved 35 minutes ago

B Files +

Q Filter
v exchange_modules
VAl v 68ef9520-24e9-4cf2-b2f5-620025690913
v training-american-flight-data-type
v 1.0.1

AmericanFlightDataType.raml

exchange.json

> training-american-flights-example

Arnmaviecnn flickte e eneal | Beos e

E? American Flig

You are viewing AmericanFlightDat;

1
2
3
4
5
6
7
]

9
10
11
12
13
14
15
16
17
18

#%5RAML 1.0 DataType

type: object
properties:
ID?: integer
code: string
price: number
departureDate: string
origin: string
destination: string
emptySeats: integer
plane:
type: object
required: false
properties:
type: string
totalSeats: integer

10. In the file browser, click the options menu button next to AmericanFlightDataType.raml and select

Copy path.
1L pLane
AmericanFlightDataType.raml : 13 Tyl
exchange.json Open in new editor tab
. . i Copy path
raining-american-flights-example .

Define an AmericanFlight data type for the API

11. Return to american-flights-api.raml.

12. Near the top of the code above the /flights resource, add a types element.

13. Indent under types and add a type called AmericanFlight.

14. Add the linclude keyword and then paste the path you copied.

Note: You can also add the path by navigating through the exchange_modules folder in the shelf.

#%RAML 1.0
w title: American Flights API

v types:
AmericanFlight:

w fflights:

!include /exchange_modules/clb@acdc-127d-4277-be@3-22617f15b14a/training-ar




Specify th

15.G

e /flights:get method to return an array of AmericanFlight objects

o to a new line of code at the end of the /flights get method and indent to the same level as

queryParameters.

16. In the shelf, click responses > 200 > body > application/json > type > AmericanFlight.

7

g8

9
18
11
12
13
14
15
16
17
18
19
28

~ fflights:
w | get:
W queryParameters:
v destination:
required: fTalse
s enum:
- S5F0
= LAX
- CLE
w responses:
w 208:
v body:
v application/json:
type: AmericanFlight

17. Set the type to be an array of AmericanFlight objects: AmericanFlight[].

16 responses:

17 200:

18 body:

19 application/json:

28 type: AmericanFlight[]

Add an example response for the /flights:get method
18. In the file browser, locate AmericanFlightsExample.raml in exchange_modules and review the

code.
= Design Center

Saved a few seconds ago 13 Ame

B

v

Files + You are viewing AmericanFlightsExample.
1 [RAML 1.0 NamedExample
a Fi 2
- Filter 3 Fragment encoding an external entity
4 =
N
exchange_modules N ST 1
6 code: ER38sd
v 68ef9520-24e9-4cf2-b2f5-620025690913 7 price: 400
8 departureDate: 2017/07/26
v training-american-flight-data-type ] origin: CLE
10 destination: SFO
v 1.01 11 emptySeats: @
12 plane:
AmericanFlightDataType.raml 13 type: Boeing 737
14 totalSeats: 158
exchange.json 15 -
16 ID: 2
v training-american-flights-example i code: ERA51f
18 price: 540.99
v 1.0.1 19 departureDate: 2017/07/27
o 20 origin: SFO
. " 21 destination: ORD
| AmericanFlightsExample.rami| 2 =
exchange.json z [AELE
ge.) 24 type: Boeing 777
' : 25 totalSeats: 380
american-flights-api.raml | root file
ghts-ap S

MuleSoft




19. In the file browser, click the options menu next to AmericanFlightsExample.raml and select Copy
path.

20. Return to american-flights-api.raml.

21. In the editor, go to a new line after the type declaration in the /flights:get 200 response (at the same
indentation as type).

22. In the shelf, click examples.

23. Add a key called output.

24. Add the linclude keyword and then paste the path you copied.

Note: You can also add the path by navigating through the exchange_modules folder in the shelf.

16 responses:

17 200:

18 body:

19 application/json:

20 type: AmericanFlight[]

21 examples:

22 output: !include fexchange_modules/clb@acdc=-127d-42
23

24 post:

Review and test the /flights:get resource in the APl console

25. In the API console, click the /flights:get method.
26. In the response information, look at the type information.

ID

Integer

code

String Regquired

price

Mumber Reguired

departureDate
String Required

origin

String Required

destination

String  Reauired
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27. In the response information, ensure you see the example array of AmericanFlight objects.

<> Copy Table view  Source view

LD 15 0TI X
"code": "ER38sd",
"price": 400,
"departureDate": "2017/07/26",
Rfaragint s TCLE™,
"destination": "SFO",
"emptySeats": 0,
"plane": {
"type": "Boeing 737",
"totalSeats": 150

[ gd

WIDta D
"code": "ER45if",
"price": 540.99,
"departureDate": "2017/07/27",
"origin": "SFO",
"destination": "ORD",
"emptySeats": 54,
"plane": {
"type": "Boeing 777",
"totalSeats": 300

28. Click the Try it button and click Send; you should now see the example response with two flights.

Specify the /{ID}:get method to return an AmericanFlight object

29. In the editor, indent under the /{ID} resource get method.
30. In the shelf, click responses > 200 > body > application/json > type > AmericanFlight.

26 F{ID}:

27 get:

28 responses:

29 208:

e body:

31 application/json:

3z type: AmericanFlight
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Define an example response for the /{ID}:get method in a new folder

31. In the file browser, click the add button and select New folder.

— Design Center

Saved 9 minutes ago
1 i
E  Files + 2 1
- New file
Q Filter
New folder
v exchange_modules -

32. In the Add new folder dialog box, set the name to examples and click Create.
33. In the settings drop-down menu in the upper-right corner, select Import.

Project settings

Import

Import from Exchange
Download Project

Branch Settings

Rename
Duplicate...

Delete...

34. In the Import file(s) dialog box, leave File or ZIP selected and click the Choose file button.

35. Navigate to your student files and select the AmericanFlightExample.raml file in the
resources/examples folder and click Open.

36. In the Import file(s) dialog box, click Import.

37. In the file browser, click AmericanFlightExample.raml and review the code.

38. Drag AmericanFlightExample.raml into the examples folder.

= Design Center

Saved a few seconds ago

E| Files
Q Filter
x

v examples

(VA | AmericanFlightExample.raml

) Mulesoft V
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Add an example response for the /{ID}.get method

39. Return to american-flights-api.raml.

40. In the editor, go to a new line after the type declaration in {ID}:/get (at the same indentation).
41. In the shelf, click examples.

42. Add a key called output.

43. Add an include statement and include the example in examples/AmericanFlightExample.raml.

26 fIDY}:

27 get:

28 responses:

29 200:

3a body:

31 application/json:

32 type: AmericanFlight

33 examples:

34 output: !include examples/AmericanFlightExample.raml

Review and test the /{ID}.get resource in the API console

44. In the API console, return to the /{ID}.get method; you should now see the response will be of type

AmericanFlight.

Responses
< 200 >
Body Hide -

Media type: application/json

AmericanFlight

<> Copy Table view  Source view

{
a0 LRI I

45. In the response information, ensure you see the example AmericanFlightExample data.
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46. Click the Try it button, enter an ID, and click Send; you should now see the example flight data
returned.

1 -/{

2 "Ib": 1,

3 "code": "ER38sd",

4 "mrice": 400,

5 "departureDate": "2017/07/26",
6 "origin": "CLE",

7 "destination": "SFO",

8 "emptySeats": @,

g (- ‘"plane": {
16 "type": "Boeing T3T",
11 "totalSeats": 150
12 }
13 1

Specify the /flights:post method request to require an AmericanFlight object

47. In the editor, indent under the /flights post method.
48. In the shelf, click body > application/json > type > AmericanFlight.

24 post:

25 body:

26 application/json:

27 type: AmericanFlight

Define an example request body for the /flights:post method

49. Return to AmericanFlightExample.raml and copy all the code.
50. In the file browser, click the add button next to the examples folder and select New file.
51. In the Add new file dialog box, set the following values:

e Version: RAML 1.0
e Type: Example
¢ File name: AmericanFlightNolIDExample.raml

52. Click Create.
53. Delete any code in the new file and then paste the code you copied.
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54. Delete the line of code containing the ID.

1 f%RAML 1.8 NamedExample
2 value:

3 code: ER38sd

4 price: 400

5 departureDate: 2017/87/26
B arigin: CLE

7 destination: SFO

8 emptySeats: @

9 plane:

14 type: Boeing 737
11 totalSeats: 158

55. Return to american-flights-api.raml.

56. In the post method, go to a new line under type and add an examples element.

57. Add a key called input.

58. Add an include statement and include the example in examples/AmericanFlightNolIDExample.raml.

24 post:

25 body:

26 application/json:

27 type: AmericanFlight

28 examples:

29 input: !include examples/AmericanFlightNoIDExample.raml

Specify an example response for the /flights:post method

59. Go to a new line of code at the end of the /flights:post method and indent to the same level as body.
60. Add a 201 response body of type application/json.

24 post:

25 body:

26 application/json:

27 type: AmericanFlight

28 examples:

29 input: !include examples/AmericanFLightNoIDExample.raml
3a responses:

31 281:

iz body:

33 application/json:

61. In the shelf, click example.
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62. Indented under example, add a message property equal to the string: Flight added (but not really).

24 post:

25 body :

26 application/json:

27 type: AmericanFlight

28 examples:

29 input: !include examples/AmericanFlightMoIDExample.raml
30 responses:

31 201:

iz body:

33 application/json:

34 example:

35 message: Flight added (but not really)

Review and test the /flights:post resource in the API console

63. In the API console, return to the /flights:post method.
64. Look at the request information; you should now see information about the body - that it is type
AmericanFlight and it has an example.

Body Hide ~

Media type: application/json

AmericanFlight

<> Copy Table view  Source view

"code": "ER38sd",
"price": 400,
"departureDate": "2017/87/26",
"origin": "CLE",
"destination": "SFO",
"emptySeats": @,
"plane": {
"type": "Boeing 737",
"totalSeats": 150




65. Click the Try it button; in the Body section you should see the example request body.

Body

‘ Format JSON H Minify JSON ‘ Copy

.~

"code": "ER38sd",
"price": 400,
"departureDate": "Z017/07/26",
"origin": "CLE",
"destination": "SFO",
"emptySeats": 0,
"plane": {
"type": "Boeing 737",
"totalSeats": 150

B0 =1 & LN e L B

[
(]

}
12|}

66. Click the Send button; you should now get a 201 response with the example message.

Created Time: 751.7 ms :
1 (-
2 "message": "Flight added (but not really)"
3 }

67. In the body, remove the emptySeats property.
Body

‘ Format JSON H Minify ]SON ‘ Copy

1

2 "eode": "ER38sd4",

3 "price": 400,

4 "departurebDate”: "2017/07/26",
5 "prigin": "CLE",

[ "destination": "SFO",

7 "plane": {

8 “type": "Boeing 737",
g9 "totalSeats™: 150
10 }
11|}
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68. Click Send again; you should get a 400 Bad Request response and a message that the emptySeats
key is required.

Bad Request Time: 0ms Size: 0 Bytes i

1 (-/{
2 "code": "REQUEST_VALIDATION_ERROR",
3 "message": "Invalid schema for content

type application/json. Errors: reguired
key [emptySeats] not found. "
4 }

69. Add the emptySeats property back to the body.




Walkthrough 3-4: Add an API to Anypoint Exchange

In this walkthrough, you make an API discoverable by adding it to Anypoint Exchange. You will:

e Publish an API to Exchange from API Designer.
¢ Review an auto-generated API portal in Exchange and test the API.
e Add information about an API to its API portal.

e Create and publish a new API version to Exchange.

& Training  ? MM

Exchange

€ Back to assets list Back to previous Ul

Amer|can Fl.|g htS Apl ﬁ ‘ Download v ‘ View code ‘
7 REST APl Training (© Updated 4 minutes ago
i Max Mule published 4 minutes ago ‘ V1 Private 1.0x v
+ Add tags Latest 1.0.1 & Not Validated
R

€ Assets list f Edit documentation

PAGES

The American Flights AP is a system API for operations on the american table in the training database.
Home

Supported operations

SPECIFICATION
= Get all flights

* Get a flight with a specific ID
= Add aflight
= Delete aflight

Summary

Endpoints ~

Starting file

If you did not complete the previous walkthrough, you can get a starting file here. This file is also located in the
solutions folder of the student files ZIP located in the Course Resources.

Publish the APl to Anypoint Exchange from API Designer

1. In API Designer, click the Publish button.

7?7 MM

2. In the Publishing to Exchange dialog box, ensure the following values are set:

e Asset version: 1.0.0
e APl version: vl
o LifeCycle State: Stable

3. Click the Publish to Exchange button.
Wait for the API to publish then in the resultant dialog box, click Close.
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Locate your APl in Anypoint Exchange

5. In the file browser, click the Exchange button.

Design Center

@ Files
Q Filter

> examples

Wange_modules

6. Click the Open in Exchange link; the auto-generated portal for your American Flights API opens in a
new browser tab.
7. Select the Exchange link near the upper-left corner of the page; you should see the asset listing for

Exchange & Training
.
Training assets (master)
| All assets
All types v Q Search =
I Training (master) —

Provided by MuleSoft

) REST API
Shared with me

My applications @

Public portal (£ American Flights AP

Max Mule
Settings

Try the new search

8. In the types drop-down menu, select REST APIs; you should still see your API.

= Exchange # Training  ? MM

.
Training assets (master)

| All assets

REST APIs v
| Training (master)

froyidedbyiiescit 1 result. | Save this search

Shared with me

Q search ‘ B

) REST API

My applications

Public portal = @
American Flights AP|

Settings

Try the new search

Max Mule
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9. In the left-side navigation, select Provided by MuleSoft; you should not find your American Flights
API in the public Exchange (just the Training: American Flights API).

= Exchange & Training  ? MM

Assets provided by MuleSoft

| All assets

RESTAPIs v/
Training (master)

| Provided by MuleSoft 6 resuits,

Shared with me

3 americar| x ] =

@ RESTAPI D REST ABI D REST APl D REST API
My applications
Public portal 2 @ @ @ @
Training: American Flights API FINS BIAN Card Network Partipant DXC Hogan Customers System API DXC Hogan Accounts System API
Settings Facility Process API
MuleSoft Organization Mulesoft Solutions Mulesoft Partner Mulesoft Partner

Try the new search

10. In the left-side navigation, select the name of your organization (Training in the screenshots); you
should see your American Flights API in your private Exchange.

Exchange & Training

,
Training assets (master)

| All assets.

REST APIs v/
I Training (master)

Bl dedbyie s 1 result. | Save this search

Shared with me

Q american X =

& REST AP

My applications

Public portal ] @
American Flights API

Settings

Try the new search

Max Mule

Review the auto-generated API portal

11. Click the American Flights API.
12. Review the page; you should see that as the creator of this API, you can perform management

operations such as editing, sharing, and downloading this version.

Exchange # Training  ? MM

€ Back to assets list
American Fl.|ght5 AP' f | l Download v H View code ‘ S

7 RESTAPI {8 Training (© Updated 30 minutes ago

2 Max Mule published 30 minutes ago ‘ V1 private
+ Add tags ECSSR NN < stable ~ B @ Not Validated
A

€ Assets list #  Edit documentation

1.0x v

PAGES

Home

SPECIFICATION

Summary
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13. Locate the API version (v1) and minor version (1.0.x) near the upper-right corner of the page.

| v e

14. Click the Manage versions button.

1.0x v

15. In the Patch versions for 1.0 dialog box, you should see one version (1.0.0) of this API specification
has been published for this minor version and there is one API instance for it that uses the mocking
service and has a stable lifecycle state.

Patch versions for 1.0

Version Lifecycle state Instances Conformance
1.0.0 Stable = & Mocking Service & Not Validated
16. Click Close.

17. In the left-side navigation, select API instances; you should see information for the API instance
generated from the API specification using the mocking service.

€ Assets list
APl instances
PAGES
You can add APl instances from APl Manager or non-managed instances on this page
Home
SPECIFICATION : Managed instances
Summary Instances Version Environment URL
Endpoints ~ Mocking 10.0 https://anypoint.mulesoft.com/mocking/apifvl/sources/exchange/asse
Service - 79895bca909a/american-flights-api/1.0.0/m
/flights v
/{ID} v Go to APl Manager [
Types v
T TS Non-managed instances ®
Conformance Status Instances URL Visibility
APl instances

-+ Add new instance

18. In the left-side navigation, expand Types.
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19. Select AmericanFlight and review the information.

& Assets list . .
AmericanFlight
- _
Home
{>
SPECIFICATION :
code: ER38sd
T price: 488
ry departureDate: 2017/07/26
origin: CLE
Endpoints ~ destination: SFO
emptySeats: @
/flights v plane:
type: Boeing 737
H{ID} v totalSeats: 150
. § _
Amerll:anF'Ight
{>
OTHER DETAILS
ID: 1
Conformance Status code: ER38sd
price: 480
) departureDate: 2017/87/26
APl instances -
origin: CLE
AdAactinatian: SFN

Test the APl in its API portal in Exchange

20. In the left-side navigation, select the /flights GET method; you should now see the API console on
the right side of the page.
21. Click the destination drop-down and select a value.

API is behind firewall @
3 /flights

https://anypoint. mulesoft.com/mockin

Code examples Show v g/apifv1/sources/exchange/assets/8b9
Toggle code example details ach86-5f34-4b77-9dfb-86d89b1feals6/a
Query parameters Hide A merican-flights-api/1.0.0/m/flights?dest
ination=SFO
destination
String  Enum Query parameters
destination

Enum values: ¢ SFO

e LAX SFO v
o g4




22. Click Send; you should get a 200 response and the example data displayed — just as you did in the
API console in API Designer.

€ o« Time:813.8ms

"ID": 1,
"code": "ER38sd",
"price": 480,
"departureDate": "2017/07/286",
"origin": "“CLE",
"destination": "“SFO",
"emptySeats": 0,
"plane": {
"type": "Boeing 737",
"totalSeats": 158

"Ip": 2,
"code": "ER451f",
"nricas B4R QG

Add information about the API

23. In the left-side navigation, select Home.
24. Click the Edit documentation button for the API.

k2 Max Mule published 28 minutes ago

- Add tags

€ Assets list f Edit documentation

PAGES
Home

SPECIFICATION

25. Return to the course snippets.txt file and copy the text for the American Flights API description text.
26. Return to the editor in Anypoint Exchange and paste the content.
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27. Select the words american table and click the strong button (the B).

B 7 % ¢ = = Hv — @& M| [g Markdown  Visual

The American Flights API is a system API for operations on the **american
table** in the training database.

Supported operations

Get all flights

Get a flight with a specifie ID

Add a flight

28. Select the words training database and click the emphasis button (the I).

B 7 » « = = Hv — @& K [ Markdown Visual

The American Flights API is a system API for operations on the **american
table** in the _training database_.

Supported operations

Get all flights

Get a flight with a specific ID

Add a flight

29. Select the words Supported operations and select Heading 4 from the heading drop-down menu
(the H).

B 7 ®» ¢ = = Hv — & B’ [g Markdown Visual

The American Flights API is a system API for operations on the **american
table** in the _training database_.

#### Supported operations
Get all flights

Get a flight with a specifiec ID
Add a flight

30. Select Get all flights and click the bulleted list button.
31. Repeat for the other operations.

B 7 % <« =

Hv — @& B [F Markdown Visual

The American Flights API is a system API for operations on the **american
table** in the _training database_.

##4## Supported operations
- Get all flights

- Get a flight with a specific ID
- Add a flight
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32. Select the Visual tab in the editor toolbar and view the rendered markdown.

B 7 % ( = = Hv — @& =K [ Markdown Visual

The American Flights APl is a system API for operations on the american table in the rraining database.

Supported operations

* Get all flights
* Get a flight with a specific ID
* Add aflight

33. Click the Save button; you should now see buttons to discard, view, edit, or publish the draft.

Exchange & Training  ?

€ Back to assets list

American Fl.|ght5 AP' f ‘ [ Download v H View code

7 RESTAPI 47 Training (® Updated 45 minutes ago

Back to previous Ul

) .
‘ Add version :

E1 Max Mule published 45 minutes ago ‘ V1 private
+ Add tags Latest 1.0.0 [RESEIRG NN ETE]

K

1.0x v

@ Viewing draft View published Publish

& Assets list The American Flights API is a system API for operations on the american table in the training database.
PAGES Supported operations
M * Getall flights

* Get a flight with a specific ID

* Add a flight
SPECIFICATION

34. Click the Publish button; you should now see the new information about the API in the API portal.

= Exchange # Training 2 MM

4 Back to assets list

American Fl.|g htS AP' f ‘ I Download v l [ View code
7 RESTAPI  #3 Training ( Updated 46 minutes ago

‘ E
October 17, 2022 at 7:20 PM
E) Max Mule published 46 minutes ago ‘ V] private

Last published date

I Add tags Latest 1.0.0 & Not Validated
"

1.0x v

€ Assets list f’ Edit documentation
PAGES

The American Flights API is a system API for operations on the american table in the training database.
Home

Supported operations
SPECIFICATION

= Get all flights

Summary + Get a flight with a specific 1D

+ Add aflight

35. Close the browser tab with Exchange.
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Modify the APl and publish the new version to Exchange

36. Return to the browswer tab with your American Flights API in API Designer.

37. Return to the course snippets.txt file and copy the American Flights API - /{ID} DELETE method.
38. Return to american-flights-api.raml and paste the code after the {ID}/get method.

39. Fix the indentation if necessary.

40. Review the code.

37
38
39
48

F{ID}:

get:

responses:
200:

41 body:
42 application/json:
43 type: AmericanFlight
44 examples:
45 output: !include examples/AmericanFlightExample.raml
46
a7
48
449
5@

C O]

<

delete:
responses:
200:
body:
51 application/json:
52 example:
53 message: Flight deleted (but not really)

O d(

41. Click the Publish button.
42. In the Publishing to Exchange dialog box, examine the asset version then click the Publish to
Exchange button.

Publishing to Exchange

Asset version (required) About asset versioning
l To publish to Exchange, please, use Semanitic

l 1.0.1 Versioning. Examples of good versions are 1.0.0
1.0.0 published 0 days ago or4.3.1.
APl version (required) More help

* Changing a project’s main/root file
* What is an APl version?

“ |

LifeCycle State

o Stabl The lifecycle state of an asset shows its status in
e the software development lifecycle, from
State of release, ready to consume development to stable releases to deprecation.

O Development Learn more

In Process of Design and Development

> Advanced options

) Mulesoft
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43. Wait for the API to publish then in the resultant dialog box, click Close.

44. Navigate to the portal for your American Flights API using the Exchange button in the file browser.
45. Click the Manage versions button.

VA e

1.0x v

ezt 1.0,

46. In the Patch versions for 1.0 dialog box, you should see both asset versions of the API listed with
an associated API instance using the mocking service for the latest version.

Patch versions for 1.0

Version Lifecycle state Instances
1.0.1 Stable - & Mocking Service
1.0.0 Stable -

47. Click Close.

48. Click the Edit documentation button.




49. Add the new delete a flight operation.

B 7 w (h = = Hv — @& H [g Markdown Visual

The American Flights API is a system API for operations on the **american table** in the
_training database_.

#### Supported operations
- Get all flights
- Get a flight with a specific ID

- Bdd a flight
- Delete a flight

50. Click Save and then Publish.

Exchange & Training  ?

& Back to assets list Back to previous Ul

American Fl'ghts Apl f ‘ I Download v H View code ‘

7 RESTAPI £ Training (® Updated 4 minutes ago
1.0x v

k5 Max Mule published 4 minutes ago | V7 Private
+ Add tags [EICESNNINEN < stable ~ | & Not Validated
2

€ Assets list #  Edit documentation

PAGES

The American Flights API is a system AP for operations on the american table in the training database.
Home

Supported operations
SPECIFICATION

* Getall flights
Summary * Geta ﬂlghtwﬂh a specific 1D
* Add aflight
: * Delete a flight
Endpoints ~

MuleSoft




Walkthrough 3-5: Share an API

In this walkthrough, you share an API with both internal and external developers to locate, learn about, and try
out the API. You will:

e Share an API within an organization using the private Exchange.
e Create a public API portal.
e Customize a public portal.

o Explore a public portal as an external developer.

Welcome to your MuleSoft Training portal!

Build your application network faster! Get started with powerful tools, intuitive interface, and
best in class documentation experience.

Assets

All types v Y Sear X

®

American Flights AP|

Starting file

If you did not complete the previous walkthrough, you can get a starting file here. This file is also located in the
solutions folder of the student files ZIP located in the Course Resources.

Share the APl in the private Exchange with others

1. Return to your American Flights API in Exchange.
2. Click Share.

# Training  ? MM

[ Back to previous Ul ]

‘

‘ Download v ‘ ‘ View code

) Mulesoft


http://training.mulesoft.com/cmsres/GSTART/wt3-4_American-Flights-API_solution.zip

3. Inthe Share dialog box, you should see that you are an Admin for this API.

Share

Collaborators Public
Grant roles to users and teams Publish it on the public portal

Invite specific users and teams to have access

Add users and teams Q

Who has access

& Max Mule (that's you) Admin

What am | sharing? (i)

Click Cancel.
In the left-side navigation, click Assets list.

In the left-side navigation, select the name of your organization if necessary.
Click your American Flights API.

S

Note: This is how users you share the API with will find the API.

Exchange

& Training 7

.
Training assets (master)

| All assets

Alltypes v 3} Search

I Training (master)

Provided by MuleSoft

(}1 REST API
Shared with me

My applications @

Public portal 7 American Flights API

Max Mule
Settings

Try the new search
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Create a public API portal

8. Click the Share button for the API again.
9. Inthe Share dialog box, click the Public tab.

Share

Collaborators Public
Grant roles to users and teams Publish it an the public portal

10. Select to share v1 of the API.

11. Click Save.
Share
Collaborators Public
Grant roles to users and teams Publish it on the public portal

Select the API versions to share in your organization's public portal.

vl Public

Learn more about public portal 2 Save

Explore the APl in the public portal

12. In the left-side navigation, click Assets list.
13. In the left-side navigation, select Public Portal.

= Exchange & Training  ? MM

.
Training assets (master)

| All assets

All types v

Q Search

| &

I Training (master)
Provided by MuleSoft

(Y RESTAPI
Shared with me

My applications @

Public portal 3 American Flights AP1

Max Mule

Settings

) Mul




14. Review the public portal that opens in a new browser tab.
15. Look at the URL for the public portal.

C & https://anypoint.mulesoft.com/exchange/portals/training-394/

Y Home My applications

Welcome to

16. Click your American Flights API and review the auto-generated public API portal.

Home My applications

€ Assets list S
PAGES American nghts AP v ‘ 1.0x v | & Download v
| Home (O reviews) Rate and review
SPECIFICATION The American Flights API is a system API for operations on the american table in the traming database.
Summary Supported operations
= Getall flights
Endpoints A ¢ Get a flight with a specific ID
+ Add aflight
/flights v = Delete a flight
D} v
Types v
OTHER DETAILS

Conformance Status

ADI inctanrac

17. In the left-side navigation, click the GET method for the flights resource.

18. Review the response information.




19. In the API console, click Send; you should get a 200 response with example flights returned from
the mocking service.

OK Time: 275.6 ms :

"ID": 1,
"code": "ER38sd",
"price": 480,
"departureDate": "2017/07/26",
"origin": "CLE",
"destination": "SFO",
"emptySeats": 0,
"plane": {
"type": "Boeing 737",
"totalSeats": 156

"ID": 2,
"code": "ER45if",

M mmll s EAM 6

Customize the public portal

20. In the left-side navigation, click Assets list.
21. Click the Customize button.

Home My applications f Customize

Welcome to your developer portal!

Build your application network faster! Get started with powerful tools, intuitive interface, and
best in class documentation experience.




22. In the Title field, change the text to Welcome to your MuleSoft Training portal!

Y Home My applications '@' Discard changes ./ Done editing

Top bar

Welcome to your MuleSoft Training portal! oo

Build your application network faster! Get started with powerful tools, intuitive interface, and thoose flle

best in class documentation experience.

Favicon

Background color

- #262728

Text color Text color [active)

#FFFFFF - #00A2DF

Assets

Welcome section
Title
Welcome to your MuleSoft Training por[al[| |

Subtitle

23. In the logo field, click Choose file.

24. In the file browser dialog box, navigate to the student files and locate the
MuleSoft_training_logo.png file in the resources folder and click Open.

25. Locate the new logo in the preview.

26. In the hero image field, click Choose file.

27. In the file browser dialog box, navigate to the student files and locate the banner.jpg file in the
resources folder and click Open.

28. Review the new logo and banner in the preview.

Home My applications [ll] Discard changes ~/ Done editing

Top b
Welcome to your MuleSoft Training portal! e

Logo
Build your application network faster! Get started with powerful tools, intuitive interface, and MuleSoft_training logo.png e
best in class documentation experience. Favicon

Background color

- #262728

Text color Text color (active]

#FFFFFF - #00A2DF

Welcome section
Title

Welcome to your MuleSoft Training portal!

29. Change any colors that you want.
30. Click the Done editing button.
31. In the Publish changes dialog box, click Yes, publish; you should see your customized public portal.

MuleSoft




Explore the public portal as an external developer

32. In the browser, copy the URL for the public portal.

33. Open a new private or incognito window in your browser.

34. Navigate to the portal URL you copied; you should see the public portal (without the customize
button).

Welcome to your MuleSoft Training portal!

Build your application network faster! Get started with powerful tools, intuitive interface, and
best in class documentation experience.

Assets

All types v

T RESTAP

@ :

American Flights AP

35. Click the American Flights API.
36. Explore the API portal.
37. Make a call to one of the resource methods.

Note: As an anonymous user, you can make calls to an API instance that uses the mocking service but
not managed APIs.

Cookie Preferences  Login

& Assets list

PAGES

Home

SPECIFICATION

Summary

Endpoints ~
Ilights ~

Overview

&=

HID} hd
Types v
OTHER DETAILS

APl instances

) Mulesoft

@ American Flights API

(38 /flights

Code examples
Query parameters

destination
String  Enum

Enum values: = SFO
* LAX
* CLE

Responses

200

Body

Media type: application/json

APl is behind firewall ©

vl 1.0.x

https://anypoint.mulesoft.com/mocking/api/v1/so
urces/exchange/assets/15128c07-e91e-4672-8f0f-
e2fa73a831cc/american-flights-api/1.0.1/m/flights

Show v Query parameters
destination
Hide -

@ Add

Headers
M Text editor

Add a header to the HTTP request

Hide ~ @Add

“ID%: 1

“code': "ER38sd",

"price": 400,
"departureDate": "2017/07/26",
Yorigin": "CLE",
"destination": "SFO".

Source view

DK Time: 286.8 ms.

2= (
3 “IDM: 1,
4 “code": "ER38sd",



Module 4: Building APIs

=) . -

- REST

Client app SN

with APIs

@ o =E
e S~
- Anypoint

Q Studio
_"-;':_

At the end of this module, you should be able to:

e Use Anypoint Studio to build, run, and test Mule applications.

e Use a connector to connect to databases.

e Use the graphical DataWeave editor to transform data.

e Create RESTful interfaces for applications from RAML files.

o Connect API interfaces to APl implementations.

e Synchronize changes to API specifications between Anypoint Studio and Anypoint Platform.
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Walkthrough 4-1: Create a Mule application with Anypoint
Studio

In this walkthrough, you build a Mule application. You will:

e Create a new Mule project with Anypoint Studio.

e Add a connector to receive requests at an endpoint.

e Set the event payload.

e Comment a component.

¢ Run a Mule application using the embedded Mule runtime.

o Make an HTTP request to the endpoint using Advanced REST Client.

s oo [V
1% Package Ex =3 B\ training4-american-ws

¥ Gitraininga
v (% src/m

http://localhost:8081/fligh... x +

GET v http:/flocalhost:8081/lights 7 =

» (® sroftestiresources HEADERS = AUTHORIZATION 0 ACTIONS o CONFIG  CODE SNIPPETS

» B HTTP [v1.5.3]
» i, JRE System Library [Java SE 8 [1.6.0_191]] op
» mh Mule Server 4.2.0 EE cory ™ Texteditor
» i, Sockets [v1.1.5]
> e
» (= target

{ Jmulo-ariifact json

%] pom.xmi [Mule Server 4.2.0 EE]

Add a header to the HTTP request.
(® ADD
Response Raw X CLEAR

200 Time: 138 ms Size: 11 Bytes ¢

Flight info

Create a Mule project

1. Open Anypoint Studio.
2. Inthe Package Explorer, select Create a Mule Project or select File > New > Mule Project if you

already have a Mule project in your Studio workspace.

=
[# Package Explorer e

There are no projects in your workspace.
To add a project:

Create a Mule Project

Create an APl Specification Project

Open a Temnplate from Exchange

Create a Mule Domain Project

Open an Example from Exchange

Create a Java project
Create a project...
Import projects...

) Mulesoft
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3. Inthe New Mule Project dialog box, set the Project Name to training4-american-ws.
4. Ensure the Runtime is set to the latest version of Mule.

e @ MNew Mule Project

Project Settings

Create a Mule project in the workspace or in an external location.

Project Name: trainingd-american-ws

Runtime

Mule Server 4.4.0 EE

Install Runtimes

APl Implementation

5. Click Finish.

Create an HTTP connector endpoint to receive requests

6. Inthe Mule Palette, select the HTTP module.

= Mule Palette
o}
(%) Search in Exchange.. @ Basic security filter
(+) Add Modules (@ Listener
Faverites @ Load static resource
W Core @) Request
{=- Sockets

7. Drag the Listener operation from the Mule Palette to the canvas.

¥ trainingd-american-wsFlow

&

=
=

Listener

@&
¥ Error handling
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8. In the Listener properties view that opens at the bottom of the window, click the Add button next to
connector configuration.

@ Listener E Problems

0 2 issues found ...

| General

Display Mame: Listener
MIME Type
Redelivery Basic Settings
Responses Connector configuration: o lﬂ]
Advanced

General
Metadata

Path: o

Motes
Help

9. Inthe Global Element Properties dialog box, verify the following default values are present.

e Host: 0.0.0.0
e Port: 8081

[ NN Global Element Properties

HTTP Listener config

Configuration element for a HttpListener.

General MNotes Help

MName: B HTTP_Listensr_l:onfig

Connection

General TLS Advanced

Connection
Protocol: HTTP (Default) ]
Host: All Interfaces [0.0.0.0] (default) [~ ]
Port: 8081
Read timeout:
General
Base path:
Listener interceptors MNone a

Reject invalid transfer encoding

@ Test Connection... Cancel “

10. Click OK.
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11. In the Listener properties view, set the path to /flights.

@ Listenar E Problems

@ There are no errors.

I General

Display Mame: | Listener
MIME Type
Redelivery Basic Settings
Responses Connector configuration: HTTP_Listener_config IJ_:] Eo
Advanced

General
Metadata

Path: g /flights]

Motes

12. Click the Apply Changes button to save the file.

B[E = 8

Apply Change

@

Imput  Output

o}

¥ Mule Message

Review the HTTP Listener global element

13. Select the Global Elements tab at the bottom of the canvas.
14. Double-click the HTTP Listener config.

:f training4-american-ws

% Global Configuration Elements

Type MName Description
@ HTTP Listener config (Configt HTTR_Listener_config

15. Review the information in the Global Element Properties dialog box and click Cancel.
16. Select the Message Flow tab to return to the canvas.

Display data

17. In the Mule Palette, select Core.
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18. Scroll down in the right side of the Mule Palette and locate the Transformers section.

= Mule Palette
a
=} Cache
() Search in Exchange.. <
— Fl
() Add Modules ow
Favorites @ For Each
© e (B sub Flow
T
2 sockets @ ¥
@ Until Successful
Transformers
a’ Remowve Variable
Q Set Payload
D set variable

19. Drag the Set Payload transformer from the Mule Palette into the process section of the flow.

¥ trainingd-american-wsFlow

00

Listener Set Payload

¥ Error handling

Configure the Set Payload transformer

20. In the Set Payload properties view, click the Switch to literal mode button for the value field.

Settings

Value: fx payload

21. Set the value field to Flight info.

9 Set Payload E Problems

@ There are no errors.

I General
Display Name: Set Payload
MIME Type
Metadata Settings
Motes Value: fx g Flight info
Help
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22. Select the Configuration XML tab at the bottom of the canvas and examine the corresponding XML.

W *training4-american-ws

1 <?xml version="1.0" encoding="UTF-8"7>

2

3= <mule xmlns:http="http://www.mulesoft.org/schema/mule/http" xmlns="http://www.mulesoft,
4 xmlns:doc="http://www.mulesoft.org/schema/mule/documentation"

5 xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:schemalLocation="http://wv
6 http://www.mulesoft.org/schema/mule/http http://www.mulesoft.org/schema/mule/http/curre
76 <http:listener-config name="HTTP_Listener_config" doc:name="HTTP Listener config" ¢
8 <http:listener-connection host="0.0.0.0" port="8081" />

9 </http:listener-config>

10 <flow name="training4-american-wsFlow" doc:id="70113d98-c501-4938-89b6-811d7fc5f8al
11 <http:listener doc:name="Listener" doc:id="fd808dcc-d259-4646-b2be-6b31a02060b(
12 <set-payload value="Flight info" doc:name="Set Payload" doc:id="e7d50a91-4406—
13 </flow>

14 </mule>
12
Message Flow Global Elements Configuration XML

23. Select the Message Flow tab to return to the canvas.

Comment a component

24. Right-click the Set Payload transformer and select Toggle Comment.

¥ training4-american-wsFlow

D-@.

[ Run project training4-american-ws

=

Listener Set Paylo

“# Debug project training4-american-ws

<Y Undo
Redo

@

» Error handling

L, Go To XML...
& Delete
- Wrap in...

Extract to...
" Rename

Toggle Comment #87

@ Add breakpoint




25. Select the Configuration XML tab at the bottom of the canvas and examine the changes to the XML.

YW *training4-american-ws

1 <?xml version="1.0" encoding="UTF-8"7>

2

3= <mule xmlns:http="http://www.mulesoft.org/schema/mule/http" xmlns="http://www.mulesoft.
4 xmlns:doc="http://www.mulesoft.org/schema/mule/documentation"

5 xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:schemalLocation="http://ww
6 http://www.mulesoft.org/schema/mule/http http://www.mulesoft.org/schema/mule/http/curre
7€ <http:listener-config name="HTTP_Listener_config" doc:name="HTTP Listener config" d
8 <http:listener-connection host="0.0.0.0" port="8081" />

9 </http: listener-config>

10@ <flow name="training4-american-wsFlow" doc:id="70113d98-c501-4938-89b6-811d7fc5f8ab
11 <http:listener doc:name="Listener" doc:id="fd808dcc-d259-4646-b2be-6b31a02060bc
12 <!-- [STUDIO:"Set Payload"] <set-payload value="Flight info" doc:name="Set Payload"
13 </flow>

14 </mule>
12

Message Flow Global Elements Configuration XML

26. Select the Message Flow tab to return to the canvas.
27. Right-click the Set Payload transformer and select Toggle Comment.
28. Click the Save button or press Cmd+S or Ctrl+S.

Run the application

29. Right-click in the canvas and select Run project training4-american-ws.
™ Run project training4-american-ws
4# Debug project training4-american-ws

Undo

Redo

i, Go To XML...
A Delete

Collapse All
Expand All

Note: If you get a dialog asking to accept incoming network connections, click Allow.




30. Watch the Console view; it should display information letting you know that both the Mule runtime
and the training4-american-ws application started.

:E’Mule Properties E Problems & Console Se EE EA EI @ s (=4 Fﬁ' =

training4-american-ws [Mule Applications] Mule Server 4.2.0 EE
] w v w w

v 4]
INFO  2019-@85-87 @8:43:58,597 [Wrapperlistener_start_runner] com.mulesoft.agent.configuration.postconfigure.Defaul
INFO  2019-@85-87 @8:43:58,597 [Wrapperlistener_start_runner] com.mulesoft.agent.configuration.postconfigure.Defaul
INFO  2019-@5-87 08:43:58,600 [Wrapperlistener_start_runner] org.mule.runtime.core.internal.logging.LogUtil:

4 Mule is up and kicking (every S5@@8ms) +

INFO  2019-@85-87 @8:43:58,607 [Wropperlistener_start_runner] org.eclipse.jetty.server. AbstractConnector: Started !
INFO  2019-@5-87 08:43:58,608 [Wrapperlistener_start_runner] org.mule.runtime.core.internal.logging.LogUtil:
* * *% * * * *

*
* - - + DOMAIN + - - * - - 4+ STATUS & - - *
* * * % * * * * *
* defoult * DEPLOYED *
* * * % * * * * *
* * * % * * * * * % * * ook ok e e
* - - + APPLICATION + - - * - - + DOMAIN + - - * - - 4 STATUS + - - *
* * * % * * * * * % * * ook ok e e
* trainingd-american-ws * default * DEPLOYED *
* * * % * * * * * % * * ook ok e e

Test the application

31. Return to Advanced REST Client.
32. Make sure the method is set to GET and that no headers or body are set for the request.
33. Make a GET request to http://localhost:8081/flights; you should see Flight info displayed.

http://localhost:8081/fligh... x +
GET ~ http://localhost:8081/flights Ve >

HEADERS AUTHORIZATION o ACTIONSO CONFIG CODE SNIPPETS
COPY I Text editor
Add a header to the HTTP request.

® ApD

Response Raw X CLEAR

200 Time: 138 ms  Size: 11 Bytes

Flight info

34. Return to Anypoint Studio.
35. Right-click in the canvas and select Stop project training4-american-ws.

[ Stop project training4-american-ws

Undo
Redo

), Go To XML...
& Delete

Collapse All
Expand All
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Walkthrough 4-2: Connect to data (MySQL database)

In this walkthrough, you connect to a database and retrieve data from a table that contains flight information.
You will:
o Add a Database Select operation.
¢ Configure a Database connector that connects to a MySQL database (or optionally an in-memory
Derby database if you do not have access to port 3306).
e Configure the Database Select operation to use that Database connector.

e Write a query to select data from a table in the database.

¥ training4-american-wsFlow © select {1l Prodlems B console
@ There are No errors.
| General

@P —_— Display Name: Select

Advanced
= ) .
o= Error Mapping Basic Settings
Listener Select

Metadata Connector configuration: Database_Config &= =

Motes
Query

Help SQL Query Text:
> SELECT *

FROM american

¥ Error handling

Starting file

If you did not complete the previous walkthrough, you can get a starting file here. This file is also located in the
solutions folder of the student files ZIP located in the Course Resources. See here for steps on importing a
starting file deployable jar archive into Studio.

Locate database information

1. Return to the course snippets.txt file and locate the MySQL and Derby database information.

* MySOL database
db:
host: "mudb.learn.mulesoft.com"
port: "3306"
user: "mule"
password: "mule"
database: "training"

American table: american

Account table: accounts

Account list URL: http://mu.learn.mulesoft.comfaccounts/show
or if using mulesoft-training-services.jar application:

http: //localhost: 9888 /accounts/show. html

* MyS0L database as URL and driver name

Driver class name: org.apache.derby.jdbc.ClientDriver

Note: The database information you see may be different than what is shown here; the values in the
snippets file differ for instructor-led and self-study training classes.
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Add a Database connector endpoint

2. Return to Anypoint Studio.

3. Right-click the Set Payload message processor and select Delete.
4. In the Mule Palette, select Add Modules.

Mule Palette
]

(4 search in Exchange.. | (&) APIKit

(+) Add Modules {= APIKit for SOAP
Favaorites @ Database

4y Core {== Email

O uTTR ©rre

{= Sockets @ File

O ms

5. Select the Database connector in the right side of the Mule Palette and drag and drop it into the left

side.

= Mule Palette

o]
(4 Search in Exchange.. Featured
(+) Add Madules © sPikit

Favorites {== APIKit for SOAP
o
QTR {& Email
{= Sockets OrFte
@® File

6. If you get a Select module version dialog box, select the latest version and click Add.

@ Select module version

Select which of the available versions in the Workspace you want to add in your project.

Version:  1.8.1 B

If the version you need is not listed, we suggest you try to Add Modu'e from Exchange.

A
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7. Locate the new Database connector in the Mule Palette.

Mule Palette

Q
() Search in Exchange.. e Bulk delete
() Add Modules O Bulkinsert
Favorites E Bulk update
W Core O pelete
@ Database @ Execute DDL
ﬂ HTTP @ Execute script
{= Sockets Elnsert
) on Table Row
@ Select
e Stored procedure
@ Update

8. Drag and drop the Select operation in the process section of the flow.

¥ trainingd-american-wsFlow

_.

=
=

Listener Select

]

€

¥ Error handling

Option 1: Configure a MySQL Database connector (if you have access to port 3306)

This section attempts to connect to a MySQL database and tests whether you are successful. A successful
connection requires access to port 3306. If you find that you cannot successfully connect, a second option is
described in the sections following this one that will allow you to locally host the database along with other
services that may be needed in the course.

9. Inthe Select properties view, click the Add button next to connector configuration.

e Select [:: Problems & Conscle

@ Element 'sql’ is required

I General
Display Name: |Select
Advanced
Error Mapping Basic Settings

Metadata Connector configuration: oo




10. In the Global Element Properties dialog box, set the Connection to MySQL Connection.

Database Config

Default configuration

General Advanced Notes Help

Mame: Database_Config

Connection MySOL Connection

11. Set the host, port, user, password, and database values to the values listed in the course
shippets.txt file.

Database Config

Default configuration

General Advanced Motes Help

Mame: Database_Config

(o]

Connection MySGQL Connection

General Transactions Advanced

Required Libraries

@ MySQL JDBC Driver Please add the required driver. Configure...
Connection

Host: fx mudb.learn.mulesoft.com

Port: fx 3308

User: fx mule

Password:  @@88 ] Show password

Database: fx p training

12. Click the Configure button next to MySQL JDBC Driver.
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13. In the configure drop-down menu, select Add Maven dependency.

General Advanced Motes Help

Name: | Database_Config

Connection MySQL Connection

General Transactions Advanced

Required Libraries

@ MySQL JDBC Driver Please add the required driver. CDﬂflg_l e e
Comnection Use local file
Host: fx mudb.learn.mulesoft.com | r

14. In the Maven dependency dialog box, locate the Search Maven Central text field.

@ ® Maven dependency

Pick a Maven dependency

Pick a Maven dependency to add to the project

Search Maven Central [ (o ]
Artifact Definition 1 <dependency=
2  <groupld>mysql</groupld>
Group id mysgl 3 <zartifactld>mysql-connector-java</ar
4  =version=5.1.48</version=>
Artifact id mysgl-connector-java 5 </dependency>

Version 5.1.48

Advanced settings

Scope compile

Type
Classifier
System path

["] Dptional dependency

Install a local dependency 8 | Install

@ Cancel Remove dependency

15. Enter mysqgl- in the Search Maven Central text field.
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16. Select mysqgl:mysql-connector-java in the results that are displayed.

eCe Maven dependency

Pick a Maven dependency

Pick a Maven dependency to add to the project
Search Maven Central mysaql- (<]

Searching Maven Central

com.groupon.mysgl:mysql-testing:0.2
mm-mysgl:mm-mysgl:2.0.13
mm.mysgl:mm.mysgl:2.0.13
com.parmet.mysgl2Zh2-converter:mysgl2h2-parent:0.2.0
mysql:mysql-connector-mxj:5.0.12
mysql:mysgl-connactor-myj-db-files:5.0.12
io.quarkus:quarkus-jdbc-mysql-parent:2.1.0.CR1
com.github.panhongan:simple-mysgl-conveyer:1.0.4
org.umlg:sglg-mysgl-parent:2.1.0

< Back _More results Edit selected
® Cancel Remove dependency
17. Click Edit selected.
18. Enter 8.0.16 in the Version text field.
19. Click Finish.
[ ] [ ] Maven dependency
Pick a Maven dependency
Pick a Maven dependency to add to the project L
Search Maven Central | O mysql- 1] i
Artifact Definition 1 <dependency>
2  =groupld=mysql</groupld=>
Group id mysql | 3 <zartifactld>mysql-connector-java<fart
4  <version>8.0.16</version>
Artifact id mysgl-connector-java 5 </dependency>

Version 8.0.18

Advanced settings

Scope compile B
Type

Classifier

System path

[ Optional dependency

Install a local dependency B Install

@ Cancel Remove dependency
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20. Back in the Global Element Properties dialog box, click the Test Connection button; you should get

a successful test dialog box.

Note: Make sure the connection succeeds before proceeding.

@ Test connection

| 1 Test connection successful
4

G |
Note: If the connectivity test fails, make sure you are not behind a firewall restricting access to port

3306. If you cannot access port 3306, use the instructions in the next section for option 2.

21. Click OK to close the Test connection dialog box.
22. Click OK to close the Global Element Properties dialog box and skip to the Write a query to return

all flights section below.

Option 2: Run the MuleSoft training services application (if no access to port 3306)

If you were unable to connect to the MySQL database, the second option described here presents an
alternative solution that will allow you to locally host the database along with other services that may be
needed in the course.

23. In a command-line interface, use the cd command to navigate to the folder containing the jars folder
of the student files.
24. Run the mulesoft-training-services.jar file.

java -jar mulesoft-training-services-X.X.X.jar

Note: Replace X.X.X with the version of the JAR file, for example 1.8.8.

Note: The application uses ports 1527, 9090, 9091, and 61616. If any of these ports are already in use,
you can change them when you start the application as shown in the following code.

java -jar mulesoft-training-services-X.X.X.jar --database.port=1530 --

ws.port=9092 --activemq.broker.url=tcp://localhost:61617 --server.port=9193




25. Look at the output and determine whether all the services started successfully or if there was an

error.
(\_/} MULESOFT TRAINIMNG & CERTIFICATION
! Y Anypoint Platform Development Fundamentals - Services & APIs

Starting resources:

- Starting embedded database on port 1627. Please wait...
— Database started

— Creating and populating database tables. Please wait...
- Database ready

— Messzage Broker started

— Order web service started

- Starting Delta flights web service

- Delta flights web service started

- United flights web service started

— IMS API published

— American flights web service with RAML API spec started
— Banking REST API published

— Accounts REST API published

Publiszhed resources:

- Landing page 1 http://localhost: 9898

— American database URL : jdbec:derby:/flocalhost:1527 /memory:training
— American REST API 1 http://localhost: 9898/ american/Tlights

— American REST API RAML : http://localhost:?898/american/flights—api.raml
- United REST service 1 http://localhost: 9898 /united/flights

- Delta SOAP service 1 http://localhost:9191/delta

- Delta SOAP WSDL : http://localhost: 9191 /delta?wsdl

- Accounts API 1 http://flocalhost: 9898/ /accounts/api

— Accounts web form 1 http://localhost: 9898 accounts/show. html

- IMS broker URL 1 tep:f/flocalhost:6lé6lé

- JMS topic name ; apessentials

— IMS web form : http://localhost: 9898/ jmsform. html

— Banking API base URL 1 http://localhost: 9098/ api/. ..

— Banking API RAML 1 http://localhost: 9898/ api/banking-api.raml

Press CTRL-C to terminate this application...
Note: When you want to stop the application, return to this window and press Ctrl+C.

26. If the services started successfully, skip to the Option 2 (continued): Configure a Derby Database

connector section below.




Option 2 (continued): Set the Java environment to the Studio-embedded Java

27. Return to Anypoint Studio.
28. Open Anypoint Studio's Preference dialog.

o Windows: Window > Preferences from top menu

¢ Mac: Anypoint Studio > Preferences from top menu

@ Preferences
[ | ] General g
P General
> Ant Always run in background
¥ Anypoint Studio "] Keep next/previous editor, view and perspectives dialog open
API Editor a
» Help || Show heap status
> Install/Update Rename resource inline if available
F Java
F JSOMN Workbench save interval (in minutes): |5
- Language Servers Open mode
» Run/Debug
P Team D Double click
b TextMate . )
Validation Single click
XML ——

Mote: This preference may not take effect on all views

Restore Defaults Apply

@ a4

29. Select Java > Installed JRES.

ot

General

Ant

Anypoint Studio
AP Editor

Help
Install/Update
Java
Appearance
Build Path
Code Style
Compiler
Debug
Editor

JUnit
Properties Files Editor

|l anmiana Sarvars

bt

LY

4
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30. Use the edit functionality to copy the value in the Location column for the Java 11 JRE then close
the Preference dialog.

Note: Be sure not to copy the location for the selected embedded JDK.
e Windows

. Preferences

| | Installed JREs
API Editor ” | Add, remove or edit JRE definitions. By default, the checked JRE is added to the b
? Help created Java projects.
> Install/Update
v Java Installed JREs:
> Appearance Name Location
> Build Path =1 JDK 8 (Embedded) (default) C:\MuleSoft\AnypointStudio"
> Code Style &k org.mule.tooling.jdkwin32.x86 64 1.1.1 § C\MuleSoft\AnypointStudio\
> Compiler |
> Debug
> Editor
> Installed JREs
JUnit
e Mac:
e Preferences
Installed JREs
> General
> Ant Add, remove or edit JRE definitions. By default, the checked JRE is added to the bu
> Anypoint Studio projects.
API Editor .
> Help Installed JREs:
> Install/Update Name Location
v Java B, AdoptOpenJDK 8 [1.8.0_222] /Library/Java/JavaVirtualMachines/adoptc
4 Appearance =), Java SE 8 [1.8.0_191] /Library/Java/JavaVirtualMachines/jdk1.8
2 (B;:':: ‘;‘t';"‘e =\, JOK 8 (Embedded) (default) _[Applications/AnypointStudic 0
> Compiler =)\ JRE [11.0.10] Applications/AnypointStudio 7.11.0_RC
> Debug
> Editor
JUnit

Pronartias Filas Fditor
31. Return to the open terminal window and set JAVA_HOME and Path.

e Windows:

set JAVA HOME="<Copied JRE Location>"
set Path=.;%JAVA_HOME%\bin;%Path%

e Mac:

export JAVA HOME="<Copied JRE Location>"
export PATH=.:$JAVA _HOME/bin:$PATH
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32. From this same terminal, rerun the mulesoft-training-services.jar file.

java -jar mulesoft-training-services-X.X.X.jar

33. Look at the output and make sure all the services started.

Option 2 (continued): Configure a Derby Database connector

34. Return to Anypoint Studio.
35. In the Select properties view, click the Add button next to connector configuration.

e Select E Problems &) Censole

@ Element 'sgl’ is required

I General
Advanced Display Mame: Select
Error Mapping Basic Settings
Metadata Connector configuration: g

36. In the Global Element Properties dialog box, set the Connection to Generic Connection.
General Advanced Motes Help

Mame: Database_Config

Connection Generic Connection
37. Set the URL and driver class name values to the Derby database values listed in the course
shippets.txt file.

L] [ Global Element Properties

Database Config

Default configuration

General Advanced Motes Help

Name: Database_Config

Ceonnectien Generic Connection

General  Transactions Advanced

Required Libraries

(7} JDBC Driver Configure...
Connection

URL: fx jdbc:derby:/flocalhost:152 7 /memory:training

Driver class name: n| org.apache.derby.jdbc.ClientDriver | :‘:: ':.\

User: fx

Password: | Show password

Test Connection... Cancel “

@
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38. Click the Configure button next to JDBC Driver.
39. In the configure drop-down menu, select Add Maven dependency.
40. In the Maven dependency dialog box, locate the Search Maven Central text field.

@ Maven dependency

Pick a Maven dependency

Pick a Maven dependency to add to the project

Search Mawven Central [ (o} ]
Artifact Definition 1 <dependency=>
2 zgroupld=org.mycompany=</grouplds=
Group id org.mycompany 3 <artifactld»some-artifact</artifactid=
4  <version=1.0.0</version=
Artifact id some-artifact 5 </dependencys>

Version 1.0.0

Advanced settings

Scope compile B
Type

Classifier

System path

" Optional dependency

Install a local dependency 8 Install

® Cancel Finish

41. Enter derbyclient in the Search Maven Central text field.
42. Select org.apache.derby:derbyclient in the results that are displayed.

[ NN Maven dependency

Pick a Maven dependency
Pick a Maven dependency to add to the project

Search Maven Central  Qderbyclient (]

Searching Maven Central

org.apache.derby:derbyclient:10.15.2.0
org.opsdj.pax.jdb jdb ient:1.5.1

<Back More results | Edit selected

@




43. Click Edit selected.
44. Enter 10.14.2.0 in the Version text field.

Note: Version 10.14.2.0 is the latest Derby client compatible with Java 8 which is used by the Mule
runtime.

[ NON ] Maven dependency
Pick a Maven dependency

Pick a Maven dependency to add to the project

Search Maven Central | O derbyclient []
Artifact Definition 1 <dependency>
2  <groupld>crg.apache.derby</groupld:
Group id org.apache.derby 3 <artifactld=derbyclient</artifactid=
4 <version>10.14.2.0</version=
Artifact id derbyclient 5 </dependency>

Version 10.14.2.0

Advanced settings

Scope compile a
Type

Classifier

System path

"] Optional dependency

Install a local dependency B | Install

@

45. Click Finish.

46. Back in the Global Element Properties dialog box, click the Test Connection button; you should get
a successful test dialog box.

Note: Make sure the connection succeeds before proceeding.

x Test connection

Test connection successful

47. Click OK to close the Test connection dialog box.
48. Click OK to close the Global Element Properties dialog box.
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Write a query to return all flights

49. In the Select properties view, add a query to select all records from the american table.

SELECT *
FROM american

@ Select Iﬁ: Problems & Console

@ There are no errors.

I General
Display Mame: Select
Advanced
Error Mapping Basic Settings
Metadata Connector configuration: Database_Cenfig lﬂ: I'Zf
MNotes
Query
Help

SQL Query Text:

SELECT =
FROM american

Test the application

50. Run the project.

51. In the save changes dialog box, click Save.

52. Watch the console and wait for the application to start.

53. Once the application has started, return to Advanced REST Client.

54. In Advanced REST Client, make another request to http://localhost:8081/flights; you should get a

500 Server Error with an invalid data message.
http://localhost:8081/fligh... x +

GET v http://localhost:8081/flights Vs =

HEADERS AUTHDR\ZATIONO ACTIONSO CONFIG CODE SNIPPETS

COPY I Text editor
Add a header to the HTTP request.
(® AoD

Response Raw X CLEAR

m Server Error Time: 1494 ms  Size: 81 Bytes

java.lang.RuntimeException: Attempted to send invalid data through http response.
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Walkthrough 4-3: Transform data

In this walkthrough, you transform and display the flight data into JSON. You will:

e Use the Transform Message component.

o Use the DataWeave visual mapper to change the response to a different JSON structure.

@Transform Message L'z Problems [ Console [E.] =gt
G= list_object.dwl Q Output Payload v = /° B [F] (010 CJ | Preview [
r ‘
L . ® ¥ Array<Object> { |
DTN 2
: o L] ID: ?
{clai:: 2 as Number "code": "4334fdss",
3 " . ® code : 5t "price": 2,
)avu.;a;?,zzgggfr b "departureDate": "2003-10-01",
codel: as ° ° price : "origin": "SFO",

String {class: "destination": "ORD",

"java.lang.String"}, L] departureDate : " ",

code2: "fdss" as "er{tgrt])evftzazs 52
String {class: . ® origin : P"type‘-_. e ine A
Jav:{::zé;;;:g b . ° destination : ¢ "totalSeats": 2
"american" as String PY PY emptySeats : N ) }
{class: ]
"java.lang.String"}, ° Vplane :

toAirport: "ORD"
as String {class: . L] type : 5¢

"java.lang.String"},
fromAirport: "SFO"

as String {class: °

"java.lang.String"},

@ L] totalSeats : /

Starting file

If you did not complete the previous walkthrough, you can get a starting file here. This file is also located in the
solutions folder of the student files ZIP located in the Course Resources.

Add a Transform Message component

1. Return to Anypoint Studio.
2. Inthe Mule Palette, select Core and locate the Transform Message component in the Components

section.
= =
= Mule Palette
o} Clear
() search in Exchange.. @ Batch Step
(+) Add Modules Components
Favarites ﬁ Custom Business Event
@ oyniamic Ealat
e Database @ Flow Reference
e HTTP a ldempotent Message Validator
) sockets (&) invalidate cache

@ Invalidate Key

e Logger

@ Parse Template

@ Set Transaction |d
@ Transfarm Message
Endpoints

ﬁ Scheduler
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3. Drag the Transform Message component and drop it after the Select processor.

¥ training4-american-wsFlow

0-0-0

Listener Select Transform

Message

¥ Error handling

Review metadata for the transformation input

4. Inthe Transform Message properties view, look at the input section and review the payload
metadata.

Note: If you are using the local Derby database, the properties will be uppercase instead.

@'Transform Message E Problems B Console

[Q| ] Q Output Payload » S #
) i 12 %dw 2.8
¥ Payload : Array<Object Undefined Define metadata 2 output applicat:i.un;‘j ava
 J——
1D : Number 16 {
codel * String 5}
airlineName :

Context

Return the payload as JSON

5. Inthe Transform Message properties view, change the output type from application/java to
application/json and change the {} to payload.

Output Payload v = # [ 0 M O3

1= %dw 2.0

2 output application/json
j -—--

4 payload
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Test the application

6. Save the file to redeploy the project.

7. In Advanced REST Client, send the same request; you should get a 200 response and the

American flight data represented as JSON.

http://localhost:8081/fligh... x +

GET http:/flocalhost:808 1/flights ra

HEADERS AUTHORIZATIONO ACTIONSO CONFIG CODE SNIPPETS

COPY I Text editor

Add a header to the HTTP request.
® ApD

¢ Response Raw x CLEAR

200 Time: 1251 ms Size: 3.15KB @

"planeType": "Boeing 787",

"code2": "0001",

"takeOffDate": "2016-01-19T19:00:00",
"codel": "rree",

"fromAirport": "MUA",

"price": 541,

"seatsAvailable": 0,

"toAirport": "LAX",

"ID": 1,

"airlineName": "American Airlines",
"totalSeats": 200

"planeType": "Boeing 747",
"codez": "0123",

Note: If you are using the local Derby database, the properties will be uppercase instead.




Review the data structure to be returned by the American flights API

8. Return to your American Flights APl in Exchange.
9. Look at the example data returned for the /flights GET method.

pRel @ 540.70 ms Details ~

‘ Copy H Save ‘ Sourcewew‘ Data table
[Array:z]
-0: {

"ID": 1,

"code": "ER38sd",
"price": 400,
"departureDate": "2017/07/26",
"origin": "CLE",
"destination": "SFO",
"emptySeats": 0,
~"plane": {
"type": "Boeing 737",
"totalSeats": 150
}
1
-1: {
direily &l
"code": "ER45if",
"price": 540.99,

10. Notice that the structure of the JSON being returned by the Mule application does not match this
example JSON format.

Define metadata for the data structure to be returned by the American flights API

11. Return to Anypoint Studio.
12. In the canvas, click the training4-american-wsFlow name.
13. In the training4-american-wsFlow properties view, select the Metadata tab.

9 training4-american-wsFlow I_ﬂ Problems & Console

©) There are no errors.

I General Flow Configuration
Metadata Name: training4-american-wsFlow
Notes Initial State:
Help Max Concurrency:

Business Events

Enabling this option will activate event tracking feature for all the elements within the flow.

| Enable default events tracking
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14. Click the Add metadata button.

e1ra|'ningd-american-wsFIow I_Q Problems & Console

@ There are no errors.
General
Click "Add metadata" to define the types for your payload, variables, and attributes.
| Metadata L LRI ) !

Notes Add metadata

Help

15. In the drop-down menu, select Output: Payload.

Input: Attributes

e training4-amer Input: Variables E Console
Output: Payload

Qutput: Attributes

General Qutput: Variables
v Input: Payload %  Unknown
I Metadata \ / m
Notes Add metadata
Help

16. Click the edit button.

17. In the Select metadata type dialog box, click the Add button.

18. In the Create new type dialog box, set the type id to american_flights_json.
19. Click Create type.

20. Back in the Select metadata type dialog box, set the first type to JSON.
21. Change the Schema selection to Example.

Select metadata type

o The selected example file does not exist

£b Add € Delete

Q | Type @ JSON
¥ User Defined

american_flights_json : String

Example |

training4-american-ws will be copied to src/main/resources/examples

| Wrap element in a collection
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22. Click the browse button and navigate to the student files.
23. Select american-flights-example.json in the resources/examples folder and click Open; you should

see the example data for the metadata type.

Select metadata type

Choose metadata type from tree and click Select

gp Add € Delete

|Q  Type JSON
¥ User Defined

american_flights_json : String

Example ‘ /Users,fjames.gordon/Documents,’tmp/M‘

american-flights-example.json will be copied to src/main/resources/examples

ID : Number
code : String
price : Number
departureDate : String
origin : String
destination : String
emptySeats : Number
¥plane : Object
type : String
totalSeats : Number

[ | Wrap element in a collection

Close

24. Click Select.
25. In training4-american-wsFlow, click the Transform Message component; you should now see output
metadata in the output section of the Transform Message properties view.

@ Transform Message [zz Problems [ Console

Q Q Output Payload v = # 1
. . 1= %dw 2.0
V Payload : Array<Objec @ ® V Array<Object> 2 output application/json
ID : Number ID : Number 3 oes
4 payload

code1 : String code : String
code?2 : String? price : Number
airlineName : String departureDate : Stri
toAirport : String? origin : String

destination : String

Context
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Create the transformation

26. Map fields with the same names by dragging them from the input section and dropping them on the

corresponding field in the output section.

e IDtolID
e price to price

e totalSeats to plane > totalSeats

@ Transform Message [2 Problems & Console

= 1 Q

V Payload : Array<Object> & ® V Array<Object>
ID : Number L] ® ID : Number
code1 : String code : String
code2 : String? [ ] price : Number
airlineName : String? departureDate : String
toAirport : String? origin : String
fromAirport : String? destination : String
takeOffDate : Date? emptySeats : Number
price : Number? % Vplane : Object
planeType : String? type : String

seatsAvailable : Numbe / totalSeats : Number
totalSeats : Number? ®

27. Map fields with different names by dragging them from the input section and dropping them on the

corresponding field in the output section.

e toAirport to destination
o takeOffDate to departureDate
e fromAirport to origin

e seatsAvailable to emptySeats

e planeType to plane > type




28. Concatenate two fields by dragging them from the input section and dropping them on the same

field in the output section.

e codel to code

e code2 to code

@ Transform Message lﬂ Problems & Console

Ql

]

¥ Payload : Array<Object>
ID : Number
code1 : String
code2 : String?
airlineName : String?
toAirport : String?
fromAirport : String?
takeOffDate : Daie?
price : Number?
planeType : Siring?
seatsAvailable : Vumbe

totalSeats : Number?

Q

[ ] ® V Array<Object>
[ ] [ ] ID : Number
o/—- code : String
[ ] [ ] price : Number

[ ] departureDate : Siring
[ ] [ ] origin : String
[ ] [ ] destination : Siring
[ ] L ] emptySeats : Number
[ ] Vplane : Object
[ ] [ ] type : Siring
[ ] ] totalSeats : Number

Browse functions and operators

29. Right-click origin in the output section, select Apply Transformation then select Browse Functions.

. 19%0w 2.0
¥ Array<Object> 2 output application/json
3 ——
Iy Numbel 4&payload map ( payloaddl , indexOfPayload@l
code : String 5@ ID: payloadel.ID,
R 6 code: (payloaddl.codel default "") ++ (
price : Number 7 price: payloadél.price default 0,
8 departureDate: payload®l.takeOffDate as
departureDate : 11110 9 origin: payloadol.fromAirport default "
10 destination: payload@l.toAirport defaul
Explode mapping :Rfe?ts: payloadol,seatsAvailable de
desi i Remove field assignment (¢ 3%R) "type": payloaddl.planeType default

empg o Edit field assignment... (F2)

totalSeats: payloaddl.totalSeats de

F« trim(text: String): String

Mt Apply Transformation > # lower(text: String): String

t

# upper(text: String): String

f pluralize(text: String): String
#« singularize(text: String): String

* f;( camelize(text: String): String
f« capitalize(text: String): String

) Mulesoft

# underscore(text: String): String
£« dasherize(text: String): String

Browse Functions... (F3)



30. In the Functions dialog box, select the trim function under dw:Core and examine the documentation
for it on the right side.

[ ] ® Functions
Q Removes any blank spaces from the beginning
v and end of a string.
lookup({flowMName: String, payload: Any, timecutMillis: k
plpropertyMame: String): String Parameters
v
uuid(): String Name Description
xsiType(name: String, namespace: Namespace): Any text The String from which to remove any
++(source: String, with: String): String blank spaces.
-={source: Object, keys: Array<String=): Any
-=(source: Object, keys: Array<Key=>): Any EX&I’]‘IPIE

joinBy(elements: Array<StringCoerceable>, separator: ! . . . B .

This example trims a string. Notice that it does
not remove any spaces from the middle of the
string, only the beginning and end.

lower{text: String): String
trim(text: String): String
upper(text: String): String

Source

HhAANMAGth T corrat: Rinarns ~antondt: Binang alaarithes s ©

31. Click Insert.
32. In the Parameters for: trim dialog box, locate the editable contents of the text: String section.

® @ Parameters for: trim

]€< trim(text: String): String

text: String Removes ar
beginning a
1 payloaddl.fromAirport default "

33. Click Cancel.

Note: You would normally select Finish to incorporate the selected function or operator into your
transformation.




Add sample data (optional)

34. Click the Preview button in the output section.
35. In the preview section, click the Create required sample data to execute preview link.

Output Payload v = # | (B0 1 1 | Preview
1= %dw 2.0
2 output application/json
3 ==
4@ payload map ( payload@l , indexO
S5 ID: payload@l.ID,
6 code: (payload@l.codel defau
7 price: payloaddl.price defau
8 departureDate: payload®l.tak
9 origin: payload@l.fromAirpor
10 destination: payload@l.toAir
11 emptySeats: payload@l.seatsA
12 plane: { ; .
13& "type": payload0l.planeT Create required sample data to execute preview
14 totalSeats: payloaddl.to
15 }
16 %

36. Look at the input section, you should see a new tab called payload with sample data generated
from the input metadata.
37. Look at the output section, you should see a sample response for the transformation.

@Transform Message B console l:: Problems Cj ‘.'Ea'] = 08
$  list_java.dwl Q Output Payload v S /° B0/ O | Preview
° « 1 %dw 2.0 [
- @ v Array<Object> 2 output application/json {
¥l i qe sy o ° . B 3 - “ID": 11
‘_’EEW‘ application/java ® R NGmen= 1l 4© payload map ( payload®l , indexOf “code": "dictadolore",
° T et i 58 ID: payload@l.ID "price": 7.31
L ] code : String = "dictadolore! =1 ’
i« m: 11 = 6 code: (oayloadei.coqel defaul “"departureDate": "2019-02-13",
codél -"'dicta-- L] price : Number =7.31 7 price: payloadel.price defaul .origin®: “sunt”,
code2 2 "dolore"' ¢ 8 departureDate: payloadﬂ%.take! “destination": "est,",
airlineName : ° departureDate : 5170 = 2018 9 origin: payloaddl.fromAirport "emptySeats": 63,
" hitecto” i 10 destination: payload®@l.toAirp "plane": {
arct;Aeif‘pgr{ : “est," T origin : String = "sunt" 11 emptySeats: payload@l.seatsAv “type": "reprehenderit",
LEORATTDGFE & "SUNE? ° o 128 plane: { “totalSeats": 78
takeoffgate ) ! * destination :3tring = teske 139 "type": payload@l.planeTy| }
2 14 totalSeats: payloaddl.tot:
2019-02-13], ' b snsaeieeeen (B y b
price : 7.31, pe 6 } ¥ oD 1
planeType : v plane : Object “wcode": "aut it
"reprehenderit", ° "co‘e i g; :gea '
seatsAvailable : 63, L] type : String = “reprehender R s T "
totalSeats : 78, ° "departureDate": "2005-04-09",
), ® totalSeats : Number =78 origin": aliquid",
{ "destination": "dolorem",

- - "emntvSeats": 9A.

payload &3 Tree | Text i[

Context
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Test the application

38. Save the file to redeploy the project.
39. In Advanced REST Client, make another request to http://localhost:8081/flights; you should see all

the flight data as JSON again but now with the example JSON format.

200

"ID": 1,
"code": "rree0001",
"price": 541,
"departureDate”: "2016-01-19T19:00:00",
"origin": "MUA",
"destination": "LAX",
"emptySeats": 0,
"plane": {
"type": "Boeing 787",
"totalSeats": 200
}

I!IDPI= 2‘I
"code": "eefd0123",

Try to retrieve information about a specific flight

40. Add a URI parameter to the URL to make a request to http://localhost:8081/flights/3; you should get

a 404 Not Found response with a no listener message.

CNES Mot Found

No listener for endpoint: /flights/3

41. Return to Anypoint Studio.
42. Look at the console; you should get a no listener found for request (GET)/flights/3.



http://localhost:8081/flights
http://localhost:8081/flights/3

Walkthrough 4-4: Create a RESTful interface for a Mule
application

In this walkthrough, you continue to create a RESTful interface for the application. You will:

¢ Route based on path.

e Use a URI parameter in the path of a new HTTP Listener.
¢ Route based on HTTP method.

¥ getFlightsByID ¥ postFlight
Listenar Select Transform Listéner Set Payload
Message

¥ Error handling » Error handling

Starting file

If you did not complete the previous walkthrough, you can get a starting file here. This file is also located in the
solutions folder of the student files ZIP located in the Course Resources.

Restrict method calls to GET

Return to Anypoint Studio.
Double-click the HTTP Listener in the flow.

In the left-side navigation of the Listener properties view, select Advanced.
Set the allowed methods to GET.

p w bR

@ Listener |_:: Problems E Console

@ There are no errors.

General General

MIME Type Allowed methods: m GET

Redelivery Response streaming mode: AUTO (Default)
Responses

Streaming strategy Repeatable file store stream (Default)

Advanced
In memory size: 512

Make a copy of the existing flow

5. Click the flow in the canvas to select it.
@ MuleSoft


http://training.mulesoft.com/cmsres/GSTART/wt4-3_training4-american-ws_solution.jar

6. From the main menu bar, select Edit > Copy.
7. Click in the canvas beneath the flow and select Edit > Paste.

‘W *training4-american-ws

¥ trainingd-american-wsFlow

000

Listener Select Transform

Message

# Error handling

¥ trainingd-american-wsFlowl

©0-0-0

Listenar Select Transform

Message

» Error handling

Rename the flows

8. Double-click the first flow.
9. In the properties view, change its name to getFlights.
10. Change the name of the second flow to getFlightsByID.

¥ getFlightsByID

-@—0

Listener Select Transform
Message

@

* Error handling

Note: If you want, change the name of the event source and event processors.
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Specify a URI parameter for the new HTTP Listener endpoint

11. Double-click the HTTP Listener in getFlightsByID.
12. Modify the path to have a URI parameter called ID.

General

Path: a [flights/{ID}

Modify the Database endpoint

13. Double-click the Select operation in getFlightsByID.
14. Modify the query WHERE clause, to select flights with the ID equal to 1.

SELECT *
FROM american
WHERE ID = 1

Test the application

15. Save the file to redeploy the project.
16. In Advanced REST Client, make another request to http://localhost:8081/flights/3; you should see
details for the flight with an ID of 1.

200

[
{
"ip": 1,
"code": "rree0001",
"price": 541,
"departureDate": "2016-01-19T19:00:00",
"origin": "MUA",
"destination": "LAX",
"emptySeats": 0,
"plane": {
"type": "Boeing 787",
"totalSeats": 200
}
}
1

Note: You did not add logic to the application to search for a flight with a particular ID. You will deploy
an application with this additional functionality implemented next.
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http://localhost:8081/flights/3

Modify the database query to use the URI parameter

17. Return to the course snippets.txt file and copy the SQL input parameter expression.

18. Return to the getFlightsByID flow in Anypoint Studio.

19. In the Select properties view, locate the Query Input Parameters section, click the Switch to
expression mode button, then paste the expression you copied.

{'ID"' : attributes.uriParams.ID}

Note: You learn to write expressions in the Development Fundamentals course.
20. Change the WHERE clause in the SQL Query Text to use this input parameter.

SELECT *
FROM american
WHERE ID = :ID

'E' Copy_of_Select E Proplems & Console

@ There are no errors.

I General
Display Mame: | Copy_of_Select
Advanced
Error Mapping Basic Settings
Metadata Connector configuration: Database_Config LJ:] Er
MNotes
Query
Hel
oF SOL Query Text:
SELECT *
FROM american
WHERE ID = :ID

Input Parameters: | fi 1 {'ID" : attributes.uriParams.ID} ]




Test the application

21. Save the file to redeploy the project.

22.In Advanced REST Client, make another request to http://localhost:8081/flights/3; you should now
see the info for the flight with an ID of 3.

200

"ID": 3,
"code": "ffee(l192",
"price": 300,
"departureDate”: "2016-01-19T19:00:00",
"origin": "MUA",
"destination": "LAX",
"emptySeats": 0,
"plane": {
"type": "Boeing 777",
"totalSeats": 300
}
}
1

23. Return to Anypoint Studio.

Make a new flow to handle post requests

24. In the Mule Palette, select HTTP.

25. Drag Listener from the Mule Palette and drop it in the canvas below the two existing flows.

¥ trainingd-american-wsFlow

Listener

@

¥ Error handling

26. Change the name of the flow to postFlight.

27. In the Listener properties view, ensure the connector configuration is set to the existing
HTTP_Listener_config.
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http://localhost:8081/flights/3

28. Set the path to /flights.

@ Listener E'Tj Problems & Console

() There are no errors.

I General

Display Name: Listener
MIME Type
Redelivery Basic Settings
Responses Connector configuration: HTTP—L'Stener—CO”f'Q g
Advanced

General
Metadata

Path: g /flights]

Notes

29. In the left-side navigation of the Listener properties view, select Advanced.
30. Set the allowed methods to POST.

@ Listenar E Problems B Console

@ There are no errors.

General General
MIME Type Allowed methods: @ POST
Redelivery Response streaming mode:  AUTO (Default)
Responses Streaming strategy Repeatable file store stream (Default)
Advanced
In memory size: 512
Metadata
Buffer unit: KB (Defaurty
Motes

["] Primary node only
Help

Connection

Reconnection strategy Mone




31. Drag the Set Payload transformer from the Mule Palette and drop it in the process section of the

flow.

¥ postFlight

D0

=
<

Listener Set Payload

&
* Error handling

32. Return to the course snippets.txt file and copy the American Flights API - /flights POST response

example.

{"message": "Flight added (but not really)"}

33. Return to Anypoint Studio and in the Set Payload properties view, click the Switch to literal mode

button for the value field.
Settings

Walue: fx payload

34. Set the value field to the value you copied.

9 Set Payload I_Z__R Problems & Console

@ There are no errors.

I General
Display Name: Set Payload
MIME Type
Metadata Settings
Notes Value: fx a {"message": "Flight added (but not really)"}
Help

Note: This flow is just a stub. For it to really work and add data to the database, you would need to add
logic to insert the request data to the database.
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Test the application

35. Save the file to redeploy the project.
36. In Advanced REST Client, change the request type from GET to POST.
37. Click Send; you should get a 405 Method Not Allowed response.

LS Method Not Allowed

Method not allowed for endpoint: /flights/3

38. Remove the URI parameter from the request URL: http://localhost:8081/flights.
39. Send the request; you should now see the message the flight was added — even though you did not

send any flight data to add.

http://localhost:8081/fligh... x +

\J

POST ~ http://localhost:8081/flights /7

HEADERS BODY AUTHORIZATION 0 ACTIONSO CONFIG CODE SNIPPETS
COPY I Text editor
Add a header to the HTTP request.
@ ADD
¢ Response Raw x CLEAR

200 Time: 66 ms Size: 44 Bytes ¢

{"message": "Flight added (but not really)"}



http://localhost:8081/flights

Walkthrough 4-5: Use Anypoint Studio to create a RESTful
API interface from a RAML file

In this walkthrough, you generate a RESTful interface from the RAML file. You will:

¢ Add Anypoint Platform credentials to Anypoint Studio.
e Import an API from Exchange into an Anypoint Studio project.
e Use APIkit to generate a RESTful web service interface from an API.

o Test aweb service using APIkit console and Advanced REST Client.

& . . ¥ get:\flights:american-flights-api-config
[+ Package Explorer = § = Wl training4-american-ws W american-flights-api
“~ 'y training4-american-ws
) v “flights-api-mai
v [ srcjmain/mule (Flows) american-flights-api-main
% american-flights-api.xml Transform
v P PE— Message
W training4-american-ws.xml @. ‘
[ src/mainfjava ? » Error handling
> (™ src/mainfresources = -
([ srojtest/java Listener APIkit Router

pi-config
> [®srcftestfresources
[ srcftest/munit @ —_— @
> 'y American Flights APl [v1.0.1]
> ' APIKit [v1.6.1] @" iy
> (() Database [v1.13.8]
> @HTTP (v1.7.1]

» Error handling

Starting file

If you did not complete the previous walkthrough, you can get a starting file here. This file is also located in the
solutions folder of the student files ZIP located in the Course Resources.

Add Anypoint Platform credentials to Anypoint Studio

Return to Anypoint Studio.
In the Package Explorer, right-click the training4-american-ws project and select Anypoint Platform

> Configure Credentials.

3. Inthe Authentication page of the Preferences dialog box, click the Add button.



http://training.mulesoft.com/cmsres/GSTART/wt4-4_training4-american-ws_solution.jar

4. Inthe User login dialog box, enter your username and password and click Sign In.

Sign in to Anypoint Platform

| maxmule35401 |

---------- Show

Signin

Forgot your username or password?

Privacy policy

5. On the Authentication page, make sure your username is listed and selected.
6. Click Apply and Close.

Add an API from Exchange to the Anypoint Studio project

7. Right-click the training4-american-ws project and select Manage Dependencies > Manage APIs.
8. In the Properties for training4-american-ws dialog box, click the Add button and select from

Exchange.
® O Properties for training4-american-ws
i || aApis
F Resource
Builders o 438 ™
Java Build Path from Exchange Vers
b Java Code Style f M [
b Java Compiler rom Maven
W _lava Fditor

9. Inthe Add Dependencies to Project dialog box, enter american in the search field.

Q_american Q]
Available modules Selected modules

Name Publisher Name Version
American Flights API Training

Training: American Flight: MuleSoft
FHIR R4 OrganizationAffili MuleSoft
CardConnect REST APl MuleSoft
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10. Select your American Flights API (not the Training: American Flights API) and click Add.

Note: If you did not successfully create the American Flights API in the first part of the course, you can
use the pre-built Training: American Flights APl connector.

11. In the selected modules, click American Flights API, then the 1.0.1 version then the version's down-

arrow.

Selected modules

Mame Version
American Flights APl 1.0.1 L
1.0.0

12. Note the list of available versions then select 1.0.1.
Note: If you use the pre-built Training: American Flights API connector, select the latest version.

13. Click Finish.
14. In the Properties for training4-american-ws dialog box, click Apply and Close.
15. Click Yes when prompted to scaffold the American Flights API specification.

Locate the API files added to the project

16. In the Package Explorer, locate American Flights API [v1.0.1].
17. Expand the API; you should see the RAML files imported from Exchange.

> [P sroftest/resources
[3 src/test/munit
w o American Flights APl [v1.0.1]
W E- american-flights-api-1.0.1-raml.zip - /Users/j:
» HLexamples
| {3american-flights-api.raml
exchange.)json
e E- training-american-flight-data-type-1.0.1-raml
{3y AmericanFlightDataType.raml
exchange.json
A ﬁ:__;E training-american-flights-example-1.0.1-raml
|{ AmericanFlightsExample.raml
exchange.)json
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Examine the XML file created

18. Examine the generated american-flights-api.xml file and locate the following four flows:

o delete:\flights\{ID}
e get:\flights

o get:\flights\{ID}

e post:\flights

¥ delete:\flights\(ID):american-flights-api-config

@
Transform Transform

Message Message

¥ Error handling

¥ get:\flights:american-flights-api-config

Transform
Message

¥ Error handling

¥ get:\flights\(ID):american-flights-api-config

@
Transform Transform

Message Message

¥ Error handling

¥ post:\flights:application\json:american-flights-api-config

Transform
Message

» Error handling

Note: You will also see a series of automatically generated components like the one shown here. These
are related to error handling.

¥ Error handling

On Error Propagate
type: APIKIT:BAD_REQUEST

Transform
Message
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19. In the get:\flights/{ID} flow, double-click the second Transform Message component and look at the
output JSON in the properties view.

@Transfurm Message E Console E: Problems [‘ﬁ‘] i ]
(a | ) Q Output Payload v = 4 [E O
) 18 %dw 2.0
Payload : Any Define metadata ~ Object 2 output ﬂpp‘[icatign,{j son
I 3 -
vy Variables available to this component plane : : ae {
i TH'L : String 5& 1Ib: 1,
D : String ke type : g 6 code: "ER3Bsd",
« Attributes : Object oo totalSeats : Number 7 price: 400, il
8 departureDate: "2017/07/:
~ clientCertificate : Object? feo code : String 9 origin: "CLE",
10 destination: "“SFO",
fo price : Number 11 emptySeats: @,
) 122 plane: {
ke origin:siing 132 “"type": "Boeing 737",
) 14 totalSeats: 150
e destination : Sy 15
listenerPath : String e ID : Number? 16 )
method : § fo departureDate : Siring
queryParams fo emptySeats : Numbe

queryString :

relativePath :

Context
|

20. In the get:\flights flow, double-click the Transform Message component and look at the output JSON
in the properties view.

@Transform Message E Console E: Problems [lﬁ‘] =
Q Q Output Payload v =4 # [ O Preview
. 19 %dw 2.0
Payload : Any “ . . . .
Define metadata Array<Object= g output application/json
Variables v plane : Objects ae [
v Attri : Obj + String 52 {
Attributes : Object f;. type : String 6 m: 1,
~ clientCertificate : f;. totalSeats : Vumb 7 code: "ER38sd",
8 price: 48e,
type : String? },". code : Siring 9 departureDate: "2017/07/26",
10 origin: "CLE",
encoded : Bin, f;. price : 1\ 11 destination: "SFO",
. 12 emptySeats: @,
headers : Feo origin : String 13@ plane: {
AT lae "type": “Boeing 737",
listenerPath : 5tn f;. destination : Siring 15 totalSeats: 158
. 16 }
method : String f;. 1D : Number? 17e 3,
v gueryParams : Ol s 188 A
queryParams : Ol f;. departureDate 19 m: 2,
ination : S 20 code: "ER45it"
destination : § L ] tySeats : umbe '
etine f;‘ emptyseats 21 price: 548.99,
queryString : Stri 22 departureDate: "2017/07/27",
23 origin: “SFO",
24 destination: "ORD",

W 25 emptySeats: 54,

21. In the post:\flights flow, double-click the Transform Message component and look at the output
JSON in the properties view.

@ Transform Message B console }_Z:’, Problems

La ) Q 7 Output Payload v S
. : 18 %dw 2.0
v Payload : Object v Object 2 output application/json
v plane : Object f;. message : S0 E-_

4
5 message: "Flight added (but not really)"
6 }




Examine the main flow and its HTTP Listener

22. Locate the american-flights-api-main flow.
23. Double-click its HTTP Listener.

¥ american-flights-api-main

00

Listener APIkit Router

@

¥ Error handling

24. In the Listener properties view, notice that the connector configuration is the existing
HTTP_Listener_config and that path is set to /api/*.

Note: The * is a wildcard allowing any characters to be entered after /api/.

@ Listener [ﬂ Problems

@ There are no errors.

| General
Display Name: Listener
MIME Type
Redelivery Basic Settings
Responses Connector configuration: HTTP_Listener_config b B
Advanced
General
Metadata
Path:  /api/*
Notes

25. Click the Edit button for the connector configuration; you should see that the same port 8081 is

used as the HTTP Listener you created previously.
26. Click Cancel.




Remove the other listeners

27. Select the Message Flow tab to return to the canvas for training4-american-ws.xml.
28. Right-click the HTTP Listener in getFlights and select Delete.

0-0

Select Transform
Message

¥ getFlights

¥ Error handling

29. Delete the other two HTTP Listeners.

Test the web service using APIkit console

30. Save the files.
31. Locate the new APIkit Consoles view that is created and opened in Anypoint Studio and note that

there is no data to display.

s |
Oz Qutline  api APIkit Consoles > % MUnit B
There is no data to display

32. Stop the project.
33. Run the project and wait until Mule and the application restart.
34. Verify that the APIkit Consoles view is now populated.

o |
EE Outline api APIkit Consoles Y MUnit 8
API Consoles

¥ training4-american-ws

URL: http://localhost:8081/console/

Open console

35. Click the Open console button; a browser tab should open with an API console.
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36. Select the GET method for /flights and then click the Try it button if it's present.

API console American Flights API

Summary http://localhost:8081/api/flights Request URL
. | http:/flocalhost:8081/apifflights
Endpoints ~
Code examples Show v
Hlights v .
Query parameters Hide Query parameters
HID} v
destination —° Show optional parameters
String Enum destination

Enum values: - SFO

« LAX
« CLE
® Add
Responses
200
Headers
Bod Hide ~
b/ COPY I Text editor
Media type: Add a header to the HTTP request.
® Add

-

37. Click Send; you should get a 200 response with the example flight data — not all the flights.

€ o

1 |-1

2 |-

3 "ip": 1,

4q "code": "ER38sd",

5 "price": 400,

6 "departureDate": "2017/07/26",
7 "origin": "“CLE",

8 "destination": "SFO",
9 "emptySeats": @,

10 |- "plane": {

11 "type": "Boeing 737",
12 "totalSeats": 150

13 }

14 }

15 |- A

16 "ip": 2,

17 "code": "ER45if",

18 "price": 546.99.

Note: If you use the pre-built Training: American Flights APl connector, you must enter any values for
client_id and client_secret in the Headers section.

38. Close the browser tab
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Test the web service using Advanced REST Client

39. Return to Advanced REST Client.
40. Change the method to GET and click Send to make a request to http://localhost:8081/flights; you
should get a 404 Not Found response.

:ES Not Found

No listener for endpoint: /flights

41. Change the URL to http://localhost:8081/api/flights and send the request; you should get a 200
response with the example flight data.

@ o«

"ID": 1,
"code": "ER38sd",
"price": 400,
"departureDate”: "2017/07/26",
"origin": "CLE",
"destination”: "SFO",
"emptySeats": 0,
"plane": {
"type": "Boeing 737",
"totalSeats": 150
}

}

{
"Iip": 2,
"code": "ER45if",
Mewimas BEAMN QO

Note: If you use the pre-built Training: American Flights API connector, you must add client_id and
client_secret headers with any values.

42. Make a request to http://localhost:8081/api/flights/3; you should see the example data returned for a
flight with an 1D of 1.

@ o«
{
"ID": 1,

"code": "ER38sd",
"price": 400,
"departureDate”: "2017/07/26",
"origin": "CLE",
"destination": "SFO",
"emptySeats": 0,
"plane": {
"type": "Boeing 737",
"totalSeats": 150

}
}
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Walkthrough 4-6: Implement a RESTful web service

In this walkthrough, you wire the RESTful web service interface up to your back-end logic. You will:

o Pass an event from one flow to another.
e Call the backend flows.
o Create new logic for the nested resource call.

e Test the web service using Advanced REST Client.

|:§ Package Explorer

w g trainingd-american-ws
~ [ sre/mainfmule (Flows)

% implementation.xml ¥ get:\flightz:american-flights-api-config

% interface.xmi
[ sre/mainfjava _.
» [ src/mainfresources
[ srcftest/java
* [P sroftest/resources getFlights
[ sre/testmunit
» ' American Flights API [v1.0.1]

¥ Error handling

Starting file

If you did not complete the previous walkthrough, you can get a starting file here. This file is also located in the
solutions folder of the student files ZIP located in the Course Resources.

Rename the configuration files

Return to Anypoint Studio.

Right-click american-flights-api.xml in the Package Explorer and select Refactor > Rename.
In the Rename Resource dialog box, set the new name to interface.xml and click OK.
Right-click training4-american-ws.xml and select Refactor > Rename.

ok~ D PRE

In the Rename Resource dialog box, set the new name to implementation.xml and click OK.

w o trainingd-american-ws
w2 sre/mainfmule [Flows)
W implementaticn.xml
4 interface.xmil
[ src/mainfjava

* (8 grelmainiresnurees

Use a Flow Reference in the /flights resource

6. Open interface.xml.
7. Delete the Transform Message component in the get:\flights flow.
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8. Inthe Mule Palette, select Core and locate the Components section in the right-side.

= Mule Palette 5
(o Clear
() Search in Exchange.. Batch
(+) Add Modules @El-atch Aggregator
Favarites @ Batch Job
W' Core @ Batch Step
© ApPikit Compenents
e Database 0 Custom Business Ever
©HTTP (@ Dynamic Evaluate

) Sockets + Flow Reference

a ldempotent Message '

AL s . =

9. Drag a Flow Reference component from the Mule Palette and drop it into the process section of the
flow.

¥ get:\flights:american-flights-api-config

Flow Reference

* Error handling

10. In the Flow Reference properties view, select getFlights for the flow name.

@ Flow Reference B console L'_:_ Problems

©) There are no errors.

I General
Display Name: Flow Reference
Metadata
Notes Generic
Help Flow name: Jx  getFlights

Target:
Target Value:  fx #l pay load

11. Change the display name to getFlights.
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Use a Flow Reference in the /flights/{ID} resource

12. Delete both the Transform Message components in the get:\flights\{ID} flow.
13. Drag a Flow Reference component from the Mule Palette and drop it into the flow.
14. In the Flow Reference properties view, select getFlightsByID for the flow name.

& Flow Reference B console [#] Problems

© There are no errors.

I General
Display Name: Flow Reference
Metadata
Notes Generic
Help Flow name: fx getFlightsByID

Target:
Target Value: | fx  #[ payload

15. Change the display name to getFlightsByID.

Examine the referenced flows
16. Open implementation.xml.
17. Right-click the getFlights flow and select Referenced by.
/] Rename

Toggle Comment

o Referenced by (¢#G)

= Export flow image to file...
=1 Pallanea All

18. In the resultant dialog, double-click get:\flights to navigate to the referencing flow.

¥ get:flights:american-flights-api-config

getFlights

¥ Error handling

19. Return to implementation.xml.
20. Repeat for the getFlightsByID flow.
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Test the web service using Advanced REST Client

21. Save interface.xml to redeploy the project.
22.In Advanced REST Client, make a request to http://localhost:8081/api/flights; you should now get

the data for all the flights from the database instead of the sample data.

200 Jeolo

"Iip": 1,
"code": "rreeQ001",
"price": 541,
"departureDate": "2016-01-19T19:00:00",
"origin": "MUA",
"destination": "LAX",
"emptySeats": 0,
"plane": {
"type": "Boeing 787",
"totalSeats": 200
}
iy
{
"Ip": 2,
"code": "eefd0123",
"price": 300,
"departureDate": "2016-01-24T19:00:00",
"origin": "MUA",
"destination": "CLE",
"emptySeats": 7,
"plane": {
"type": "Boeing 747",
"totalSeats": 345
}
Y

{
"ID": 3,

"mmda™ e "E£~a~nian"

Note: If you use the pre-built Training: American Flights APl connector, you must add client_id and
client_secret headers with any values.

23. Make a request to http://localhost:8081/api/flights/3; you should now get the data for that flight from

the database instead of the sample data.

200 Jel¥

"ID": 3,
"code": "ffee(192",
"price": 300,
"departureDate”: "2016-01-19T19:00:00",
"origin": "MUA",
"destination": "LAX",
"emptySeats": 0,
"plane": {
"type": "Boeing 777",
"totalSeats": 300
}
}
]

24. Return to Anypoint Studio.
25. Stop the project.
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Walkthrough 4-7: Synchronize changes to an API
specification between Studio and Anypoint Platform

In this walkthrough, you synchronize changes to an API specification between Anypoint Studio, Design Center,
and Anypoint Exchange. You will:

o Create an editable version of an API specification in Anypoint Studio.

e Make changes to an API specification in Anypoint Studio.

e Push the changes from Anypoint Studio to Design Center.

e Publish the modified API specification from Anypoint Studio to Exchange.

e Update the version of an API specification used in a Mule project.

e Rescaffold an API interface from an updated API specification.

] fais] =
c{) Mule Properties [21 Problems B Console &G‘\t Staging Q 9 <§> 8| v =

8 > American-Flights-API [master]

Unstaged Changes (0) =+ = commit Message &8 %

YAdd PUT method|

Staged Changes (1) =

| gyamerican-flights-api.raml 2§ author: |

0f committer: | G

% Commit and Push... | =f] Commit

Starting file

If you did not complete the previous walkthrough, you can get an Anypoint Studio starting file here. If you have
not developed an American Flights API to add to your project, you can also get an API Designer starting

file here. These files are also located in the solutions folder of the student files ZIP located in the Course
Resources. Use these two starting files while following the steps in the addendum following this walkthrough.

Make the imported API specification editable in Anypoint Studio in a new API project

1. Return to the training4-american-ws project in Anypoint Studio.

2. Open american-flights-api.raml and try to make changes to the code; you should NOT be able to
make any changes.
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3. Right-click american-flights-api.raml in the Package Explorer and select American Flights API > Edit

API specification.

|:= Package Explorer
~ 'y training4-american-ws
v 2 sre/main/mule (Flows)
¥ implementation.xml

% § = 0 W interface

V implementation

ﬁhamm
1 #%RAML 1.8
2 title: American Flights API
3

) 42 types:
W interface.xmi 5 AmericanFlight: !include /fex
[ src/mainfjava 6
> (™ sre/mainfresources 72 /Tlights:
) 82 get:
test, :
(2 srejtestfjava %e queryParameters:
» [ sroftest/resources 10 destination:
[ sre/test/munit 11 required: false
~ % American Flights APl [w1.0.1] 122 enum:
w @u american-flights-api-1.0.1-raml.zip - /Users/james. 13 - SFO
> fexamples }; : Et}é
—
exchange.json Open a:
> [am training-american-flic  Show In EW > body:
> @u training-american-flig aﬂg llc‘? tic n/ json F li
> ' APIKt [v1.6.1] Copy % C ot Lot
> gﬂatamw [v1.13.8] B2 Copy Qualified Name output: !include
> HTTP [v1.7.1])
» @i JRE System Library [JDK S
> ' Mule Server 4.4.0 EE Delete =
> B Projact Libraries plication/json:
rojec Build Path 3 type: AmericanFlight
> @ Sockets [v1.2.2] (L) examples:
> [=exchange-docs input: !include exam
> B sre ix Import... onses:
» [=target 5 Export... éf..)d‘,"
uh mule-artifact.json ' -
[¥] pom.xml [Mule Server 4. m > | Generate Flows
_'_;E T | Open in Design Center
EYISRES Ml Edit AP| specification

| Update Version

4. In the Import API Specification dialog box, click Continue.

@ Import APl Specification

You are converting this API specification into an editable asset, which will pull the most recent
version available from Design Center. This may differ from the release version (1.0.1) in
Exchange. Changes will not be reflected in your training4-american-ws application until you re-
publizh the specification to Exchange and update your dependencies.

Learn more

- —

Cancel

5. In the Confirm Perspective Switch dialog box, click Yes.

@ Confirm Perspective Switch

This type of project is associated with the API Design perspective. Do you want to switch to this
. perspective now?

[ Remember my decision
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Locate the new API project created in Anypoint Studio

6. Locate the new american-flights-api project that was created in the Package Explorer; its american-
flights-api.raml file should have automatically opened.

[+ Package Explorer

S § =0 W interface

Y implementation L{]} american-flights-api.raml |_m a

v (;Bamerican-flights-api [american-flights-api master] 1 "*RAML 1.0 ! :
> 4 training-american-flight-data-type [v1.0.1) g_ title: American Flights API
> training-american-flights-example [v1.0.1] 46 types:
| {»american-flights-api.ram| 5 AmericanFlight: !include /exchange_modules/68ef952
> i} examples 6 4
2 exchange.json 7@ /flights:
v 'y training4-american-ws 86 get:
o : 3 9 queryParameters:
v (2% src/main/mule (Flows) 108 destination:
' implementation.xm! 11 required: false
W interface.xml 12@ enum:
i 172 - CEN

Make changes to the API specification in Anypoint Studio

7. Return to the course snippets.txt file and copy the American Flights API - {ID} PUT method.
8. Return to american-flights-api.raml in the new american-flights-api project in Anypoint Studio.
9. Paste the put method that you copied after the {ID}/delete method.

10. Fix the indentation if necessary.

11. Review the code.

40

472 delete:

48= responses:

49= 200:

50= body:

512 application/json:

523 example:

53 message: Flight deleted (but not really)
54

552 put:

562 body:

572 application/json:

58 type: AmericanFlight

592 examples:

60 input: !include examples/AmericanFlLightNoIDExample.raml
612 responses:

622 200:

63= body:

6d= application/json:

652 example:

66 message: Flight updated (but not really)
67

12. Save the file.
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Review the Git Staging view for the API project

13. Locate the new Git Staging view that opened in Anypoint Studio.
14. Examine the Unstaged Changes section; you should see the american-flights-api.raml file that is
not yet staged for synchronization.

& Git Staging E Problems
0 > american-flights-api [master]

Unstaged Changes (1) g e M = |

[ {2 > american-flights-api.rami

Review the API specification that was imported into the Mule project

15. Return to the training4-american-ws project.
16. Review the american-flights-api.raml file in that project; you should NOT see the new put method.

L{]] american-flights-api.raml L{]} american-flights-api.raml| i e
41 body:

420 application/json:

43 type: AmericanFlight

44© examples:

45 output: !include examples/AmericanFlightExample.raml
46

47© delete:

48 responses:

49© 200:

50© body:

51@ application/json:

520 example:

53 message: Flight deleted (but not really)




Push the changes for the modified API from Anypoint Studio to Design Center

17. Return to the Git Staging view.

18. Click the Add selected files to the index button in the upper-right corner of the Unstaged Changes
section; the american-flights-api.raml file should move from the Unstaged Changes section to the
Staged Changes section.

& Git Staging E_ Problems

a > american-flights-api [master]

Unstaged Changes (0) M oi=v S

Staged Changes (1) - =
| gggamerican-flights-api.ram|

19. In the Commit Message section, enter the text Add PUT method.

i=+ |=  Commit Message B 4 v 4 [ﬁ "
Add PUT method

20. Click the Commit and Push button; the Staged Changes section should now be empty.




21. In the Push Results dialog box, examine the commit log messages.

@0 Push Results: American-Flights-API - origin

Pushed to American-Flights-API - origin

=0

;5, master < master [1db4024..dbBe0al] (1)

P@ 1db4024: Add PUT method (maxmule35401 on 2020-04-27 23:14:45)

Message Details

Repository
https://fanypoint.mulesoft.com/git/9df711B6-F25d-487d-9dde-580ca2f7223d/ellbb270-
fadl-482@-bae7-dbb3bdaalde3

22. Click Close.

Examine the synchronized changes in APl Designer

23. Return to your American Flights APl in API Designer.
24. Notice the addition of the PUT method after the {ID}/delete method.

47 delete:

48 responses:

49 2008:

50 body:

51 application/json:

52 example:

53 message: Flight deleted (but not really)
54

55 put:

56 body:

57 application/json:

58 type: AmericanFlight

59 examples:

6@ input: !include examples/AmericanFlightNoIDExample.raml
61 responses:

62 2008:

63 body:

64 application/json:

65 example:

66 message: Flight updated (but not really)

Note: If you do not see the PUT method, refresh the page.
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Publish the modified APl to Exchange from Anypoint Studio

25. Return to Anypoint Studio.
26. In the Package Explorer, right-click the american-flights-api project and select Manage API
Specification > Publish to Exchange.

LU .

body:

A > | Publish to Exchange |

O Run A f;) Manage Dependencies
un As

%5 Debug As
Restore from Local History...

Assign Working Sets...

() Turn on Mocking Service
11 APl Specs >

27. In the API configuration dialog box, notice that Last published version is 1.0.1.
28. Set the Asset version to 1.0.2.

Last published version
1.0.1

Asset version [

f1.0.2

29. Click Finish.

30. Wait until the API publishes to Exchange and then in the Publish your API to Exchange dialog box
that appears, click OK.

31. In the Package Explorer, right-click the american-flights-api project and select Close Project.

32. Close the Git Staging view.

Examine the new published API asset version in Exchange

33. Return to your American Flights API in Exchange.

34. In the left-side navigation, click Home to return to the API portal for American Flights API.

35. On the right side of the page, locate the latest asset versions listed for the API; you should see the
new 1.0.2 asset version.

| 1
Latest 1.0.7 & Not Validated

Note: If you do not see the 1.0.2 asset version, refresh the page.
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Update the API portal information

36. Click the Edit documentation button.
37. Add the new update a flight operation.

B 7 ®» 4 = = Hv — @& & [g Markdown  Visual

_training database_ .
#### Supported operations

- Get all flights

- Get a flight with a specific ID
- Add a flight

- Delete a flight

- Update a flight

38. Click Save and then Publish.

The American Flights APl is a system AP| for operations on the american table in the training databose.

Supported operations

Get all flights

Get a flight with a specific ID
Add a flight

Delete a flight

Update a flight

Review the API specification that was imported into the Mule project again

39. Return to the training4-american-ws project in Anypoint Studio.

40. Locate the American Flights API in the training4-american-ws project and notice that it is still v1.0.1.

|:E Package Explorer

J american-flights-api
w I trainingd-american-ws
v [ src/main/mule (Flows)
ﬁ' implementation.xmil
ﬁ' interface.xmil
(2 src/mainfjava
> [ src/mainfresources
(*® src/testfjava
> [ src/test/resources
E srcftest/munit
e @: american-flights-api-1.0.1-r:
> HLexamples

| rh american-flights-api.ram
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41. Review the american-flights-api.raml file; you should still NOT see the new put method.

mamerican-flights-api,raml |Ibamerican-flights-api.raml i e
41 body:

420 application/json:

43 type: AmericanFlight

44© examples:

45 output: !include examples/AmericanFlightExample.raml
46

47© delete:

48 responses:

49© 200:

50 body:

510 application/json:

520 example:

53 message: Flight deleted (but not really)

Update the version of the APl used in the Mule project and rescaffold the flows

42. Right-click American Flights API in the training4-american-ws project and select American Flights
API > Update Version.

[ Package Explorer ol S W interface W implementation
2 ’ ) 210 examp Les:
D american-flights-api 22 output:
v 4 training4-american-ws 23
v (2% src/main/mule (Flows) 242 post:
W implementation.xml 25 body:
W interface.xml 269 applicat 1on/3 SC
(3 src/mainfjava 27 type: Americe
ek 282 examples:
> (8 src/mainfresources 29 input: !inc

(8 src/testfjava 309 responses:
> (B src/test/resources 31e 201:

(¥ src/test/munit 3%: bogy S casier

e Penanple:

v (o8 american-fl SNOW In Fha s message

> f& example P
|{3americat Copy «C © /{ID}:
exchang Copy Qualified Name : geﬁésponses.

> @ training-am 7 paste BV e 200: .

> [os training-am R = body:

o & Delete B | ; ;
> i APIKit [v1.6.1] =) applicati
type: #

> b -

@ Database [v1.S Build Path > @& examp Le
> @HTTP (V1.7.1) outptL
> B, JRE System Lil i1 Import...
> ¢ Mule Server 4. % e delete:
> @i\ Project Librarit = Export... e responses:
> @ Sockets [v1.2.% = 200: )
> (= exchange-doc < Refresh Fs = Doty -

= 9 - applicati
> src
" g et n >  Generate Flows

[2n muila_artifant i 5 i N Open in Design Center

roperties 3

Edit API| specification

0= Outline = Update Version
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43. In the Properties for training4-american-ws dialog box, select the American Flights API; an Update
version button should appear.

Properties for trainingd-american-ws

APls g
5 X % &
MName Version

American Flights APl (602666d3..56bc © 1.0.1

American Flights APl 1.0.1

MNew version available Update version

44. Click Update version; the version of the API should change to 1.0.2.

Properties for training4-american-ws

APls g

= X = &
MName Version

American Flights APl (602666d3..5bc 1.0.2

American Flights APl 1.0.2

45. Click Apply and Close.
46. In the dialog box that appears, click Yes to scaffold American Flights API specification, and click
Yes if you get a Confirm Perspective Switch dialog box.

) Mulesoft



47. When the scaffolding is complete, review the flows in interface.xml; you should now see five
method flows, including the new put:\flights\{ID} method.

48. Look at the get:\flights\{ID} method,; it was not overwritten and still has your change to use a Flow
Reference component.

¥ get:\flights\(ID):american-flights-api-config

g

getFlightsByID

P Error handling

¥ post:\flights:application\json:american-flights-api-config

Transform
Message

¥ Error handling

¥ put:\flights\(ID):application\json:american-flights-api-config

@ @
Transform Transform

Message Message

¥ Error handling

Starting File Addendum (only needed if you did not complete Walkthrough 4-6)

Create your editable APl in Exchange with the correct asset number

1. In API Designer, create American Flights API then import wt3-4_American-Flights-API_solution.zip
electing to replace american-flights-api.raml.
2. Publish the API to Exchange with an asset/version of 1.0.1/v1 and a stable lifecycle state.

Create your Studio application and replace the static APl with your editable API

3. In Studio, import wt4-6_training4-american-ws_solution.jar.
4. Right-click the project and select Manage Dependencies > Manage APIs to delete Training:
American Flights APl and to add your American Flights API from Exchange.

Note: Be sure to scaffold your American Flights APl when prompted.
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Transfer the flow references from the old scaffold to the new

5. Copy/paste the flow reference from interface.xml get:\flights to its corresponding location in
american-flights-api-2.xml replacing any transforms.
6. Repeat for the get:\flights\(ID) flow reference.

Remove the old scaffolding and configure the new scaffolding

7. Delete interface.xml and refactor/rename american-flights-api-2.xml to interface.xml.
8. Set the main Listener in interface.xml to use the configuration HTTP_Listener_config.
9. Save your changes; you should now be ready to perform this walkthrough.

Note: When using these starting files, walkthrough steps such as updating the API portal information in
Exchange may not match the screenshots.




Module 5: Deploying and
managing APIs

ko

- ,
API\AnaIYtics
o
p—— _
with APIs e =
" Runtime Manager Runtime Manager
s API Ménager 3 = API Manager

At the end of this module, you should be able to:

e Describe the options for deploying Mule applications.
e Deploy Mule applications to CloudHub.

¢ Use API Manager to create and deploy API proxies.
o Use API Manager to restrict access to API proxies.
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Walkthrough 5-1: Deploy an application to CloudHub

In this walkthrough, you deploy and run your application on CloudHub. You will:

e Deploy an application from Anypoint Studio to CloudHub.
¢ Run the application on its new, hosted domain.

e Make calls to the web service.

e Update an APl implementation deployed to CloudHub.

= Runtime Manager & Training 2 MM
SANDBOX Deploy application Q search Applications % & training4-american-ws-mmule X
| Applications
Servers All Applications (1) eAvalial Deploying ¥ & CloudHub
Flex Gateways [New Target Runtime Date
Aleiis Namein Name Target Type Status Version Modified
e training4-american-ws-1.0.0-SNAF Choose file
trainingd-... & CloudHu CloudHub ) Deploying 4.4.0 2022-10-191

Last Updated 2022-10-19 13:39:44

VPCs App url training4-american-ws-mmule19.us-e2.cloudhub.io

Private Spaces |new

Load Bilancers Runtime Version: 4.4.0
Worker size: 0.1 vCores
Workers: 1
Region: US East (Ohio)

( f
Manage application Logs ‘ Insight ’

Note: If you do not have a working application at this point, import the wt4-7_training4-american-
ws_solution.jar solution into Anypoint Studio and work with that project.

Starting file

If you did not complete the previous walkthrough, you can get a starting file here. This file is also located in the
solutions folder of the student files ZIP located in the Course Resources.

Deploy the application to CloudHub

1. Return to the training4-american-ws project in Anypoint Studio.
2. Inthe Package Explorer, right-click the project and select Anypoint Platform > Deploy to CloudHub.

W viuie L

;) Manage Dependencies

>
Anypoint Platform > Download RAML from Design Center

=2 [

% Munit > Publish to Exchange
Deploy to CloudHub

© Run As >

%5 Debug As > Configure Credentials

Ractnra fram | nral Hictaru
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3. Inthe Choose Environment dialog box, select Sandbox.

Anypoint Platform & Training MM

Choose Environment

Design

Sandbox

Note: If you get a dialog asking to enable multi-factor authentication, click Not Now.

4. At the top of the Anypoint Platform dialog box, set the application name to
training4-american-ws-{your-lastname} so it is a unique value.

Note: This name will be part of the URL used to access the application on CloudHub. It must be unique
across all applications on CloudHub. The availability of the domain is instantly checked and you will get
a green check mark if it is available.

5. Make sure Deployment Target is set to CloudHub.

Deploying Application
training4-american-ws-mmule v
Deployment Target

& CloudHub W

6. Make sure the runtime version is set to the version your project is using and that the worker size is

set to 0.1 vCores.

Note: If you don’t know what version it is using, look at the Package Explorer and find a library folder
with the name of the server being used, like Mule Server 4.4.0 EE.

Runtime Properties Insight Logging Static IPs

Runtime version Worker size Warkers

4.4.0 W 0.1 vCores W 1

7. Click the Deploy Application button.
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8. Click the Open in Browser button (you don't have to wait for your application to fully deploy).

Runtime Manager

Deploying training4-american-ws-mmule to CloudHub

Open in Browser Close Window

Note: The Runtime Manager dialog box which contains this button may take some time to appear.

You may close this window at any time.

9. In the Anypoint Platform browser window that opens, choose Sandbox for an environment then
locate the status of your deployment in the Runtime Manager.

= Runtime Manager

SANDBOX Deploy application Q  search Applications

I Applications

Servers All Applications (1)
Flex Gateways [nzv]
— Name ~ Target Name Target Type Status
Alerts
trainingd-american-... & CloudHub CloudHub Deploying
VPCs

Private Spaces [wew]

Watch the logs and wait for the application to start

10. Click in the row of the application (not on its name); you should see information about the
application appear on the right side of the window.

= Runtime Manager & Training 2 MM
SANDBOX Deploy application 2 Search Applicatior % & training4-american-ws-mmule X
| Applications
Servers All Applications (1) Deploying ¥ & CloudHub
Flex Gateways [ new Target Runtime Date
/ Ti T Stat
Alerts Namein Name arget Type e Version Modified
) e trainingd-american-ws-1.0.0-SNAF Choose file ~
trainingd-... & CloudHu CloudHub Yeploying 440 202210191 | ¢ Updated 2022-10-19 13:39:44
VPCs App url training4-american-ws-mmule19.us-e2.cloudhub.io
Private Spaces \Z
Load Balancers Runtime Version: 4.4.0
Worker size: 0.1 vCores
Workers: 1
Region: US East (Ohio)

Manage application Logs Insight

11. Click the Logs button.
12. Watch the logs as the application is deployed.
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13. Wait until the application starts (or fails to start).

Runtime Manager & Training

SANDBOX @ training4-american-ws-mmule  Live Console Deployments
& Applicati (0 Logs are kept for 30 days or up to 100 MB
Today
Dashboard Qsearch Advanced ~ @ - 16:40 - Deployment
16:41:59.325 @7/19/2021 Worker-@ ArtifactDeployer.start.el INFO = System Log
Insight
" Starting Bean: listener
@ Worker-0 L
I Logs S
16:41:59.338 @7/19/2021 wWorker-0 ArtifactDeployer.start.0l INFO
Starting Bean: listener
Object Store
Queues 16:41:59.439 @7/19/2021 Worker-@ ArtifactDeployer.start.ol INFO
Schedules | amememm ks r R R AR AR AR R R AR R AR R R AR AR R AR AR AR
* Application: trainingd-american-ws-mmule
+ 05 encoding: UTF-8, Mule encoding: UTF-8
Settings .

kkkkkkkkkkkkkkkkkkkkk

16:41:59.609 87/19/2021 Deployment system SYSTEM
Worker(18.221,246.245): Your application has started successfully.

16:42:00.245 87/19/2021 Deployment system SYSTEM

Your application is started.

Note: If your application did not successfully deploy, read the logs to help figure out why the application
did not deploy. If you had errors when deploying, troubleshoot them, fix them, and then redeploy.

Test the application

14. In the left-side navigation, select Dashboard.
15. Locate the link for the application on its new domain:
training4-american-ws-{lastname}.{region}.cloudhub.io.

— Runtime Manager

SANDBOX ® training4-american-ws-mmule

Domain: training4-american-ws-mmule.us-e2.cloudhub.io

I Dashboard
Mule messages

Note: {region} represents the worker region to which the Mule application is deployed. In North
America, the default region is US East and is denoted by us-e2 in the application URL.

16. Click the link; a GET request will be made to that URL in a new browser tab and you should get a
message that there is no listener for that endpoint.
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17. Modify the path to http://training4-american-ws-{lastname}.{region}.cloudhub.io/api/flights; you
should see the flights data.

{
"ID": 1,
"code": "rreel0OO1l",
"price": 541,
"departureDate": "2016-01-20T00C:00:00",
"origin": "MUA",
"destination": "LAX",
"emptySeats": 0,
"plane”: {
"type": "Boeing 787",
"totalSeats": 200
}
}e
{

"ID": 2,

"code": "eefd0123",

"price": 300,

"departureDate": "2016-01-25T00:00:00",
"origin": "MUA",

"ApetinatiAan": "CTRE"

Note: If you are using the local Derby database, your application will not return results when deployed
to CloudHub. You will update the application with a version using the MySQL database in the next
section, so it works.

18. Add a query parameter called destination to the URL and set it equal to SFO.
19. Send the request; you should still get all the flights.

Note: You did not add logic to the application to search for a particular destination. You will deploy an
application with this additional functionality implemented next.

"ID": 1,
"code": "rree0d001",
"price”: 541,
"departureDate": "2016-01-20T00:00:00",
"origin": "MUA",
"destination": "LAX",
"emptySeats”": 0,
"plane”: {
"type": "Boeing 787",
"totalSeats": 200

"Ip": 2,

"code": "eefd0l23",

"price”: 300,

"departureDate": "2016-01-25T00:00:00",
"origin": "MUA",

"destination": "CLE",

"ammbrCasks " T

20. Leave this browser tab open.
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Update the APl implementation deployed to CloudHub

21. Return to the browser tab with Runtime Manager.

22. In the left-side navigation, select Settings.

23. Click the Choose file button and select Upload file.

24. Browse to the jars folder in the student files.

25. Select training4-american-ws-v2_SP.jar and click Open.

Note: The filename differs slightly for instructor-led and self-study training classes.

Note: This updated version of the application adds functionality to return results for a particular
destination. You will learn to do this later in the Development Fundamentals course.

26. Click the Apply Changes button.
= Runtime Manager & Training  ? MM

SANDBOX @ training4-american-ws-mmule

+ Applications
Application File

Dashboard trainingd-american-ws-v2_SP.... ‘ Choose file = ‘ Get from sandbox
Insight App url: trainingd-american-ws-mmule.us-e2.cloudhub.io
Logs
Runtime Properties Insight Logging Static IPs

Object Store

Runtime version Worker size Woarkers
Queues

4.4.0 W 0.1 vCores W 1

Schedules

ol To use Monitering and Visualizer with this version, you Your current subscription allows only one worker per

| settings may need to enable the agent after deplaying. Learn application

how

Automatically restart application when not responding

Use Object Store v2

Apply Changes

27. Wait until the application is uploaded and then redeploys successfully.

Note: Because this can take some time for trial accounts, your instructor may move on with the next
topic and then come back to test this later.

28. Close the browser tab with Runtime Manager.




Test the updated application

29. Return to the browser tab with a request to the APl implementation on CloudHub with a destination
of SFO and refresh it; you should now get only flights to SFO.

[
{
"ID": 5,
"code": "rreel083",
"price": 142,
"departureDate": "2016-02-11T00:00:00",
"origin": "MUA",
"destination": "SFO",
"emptySeats": 1,
"plane": {
"type": "Boeing 737",
"totalSeats": 150

"ID": 7,
"code": "eefdl1994",
"price": 676,
"departureDate": "2016-01-01T00:00:00",
"origin": "MUA",
"destination": "SFO",
"emptySeats": 0,
"plane": {
"type": "Boeing 777",
"totalSeats": 300
}

"ID": 8,

"code": "ffee2000",

"price": 300,

"departureDate": "2016-02-20T00:00:00",
"origin": "MUA",

"destination": "SFO",

"emntvSeats": 30

30. Close this browser tab.




Walkthrough 5-2: Create and deploy an API proxy

In this walkthrough, you create and deploy an API proxy for your APl implementation on CloudHub. You will;

e Add an API to API Manager.
¢ Use APl Manager to create and deploy an API proxy application.
e Set a proxy consumer endpoint so requests can be made to it from Exchange.

o Make calls to an API proxy from API portals for both internal and external developers.
e View API request data in APl Manager.

Endpoint configuration details X = Runtime Manager
Your proxy is currently running on the API Gateway, which will implement the SANDBOX
policies configured in the Anypoint Platform for APIs.
Oclient | Applications T = oo
lT Servers
Alerts All Applications (2)
& API Gateway (CloudHub)
It Name ~ Server Status
PCs
92 APl implementation
Load Balancers training4-american-api-mmule @ CloudHub ® Started
trainingd-american-ws-mmule & CloudHub ® Started
Close

Starting file

This walkthrough uses Anypoint Platform. There is no starting file. To complete the walkthrough, you must
have completed the preceding walkthrough.

Create and deploy a proxy application

1. Return to Anypoint Platform.

2. In the main menu, select API Manager; you should see no APIs listed for the Sandbox environment.

= APl Manager & Training  ? MM

API Administration (Sandbox)

SANDBOX Add APl v Filter by v

API Administration

Q Search by AP| name, version or label ]

0to0of 0 v I

API Groups

Automated Policies

Client Applications No APIs found in this environment

Custom Policies

Analytics

3. Click the Add API button and select Add new API.

Add APl ~ Filter

Add new API

Start a new AP| configuration from scratch
through a guided experience

Imnart AP| from 7in file
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4. Onthe APIs/ Add API page, select the Mule Gateway button for the Runtime settings.

APIs / Add API
© runtime
Runtime
Before selecting an APl to manage, choose a runtime.
M APl
Select runtime
2 Endpoint
() Flex Gateway [ NEw | O Mule Gateway () sen
Ultrafast APl gateway designed to AP gateway embedded in Mule Mani
. manage and secure APIs running runtime. Connect directly to an micri
Review .
anywhere, existing Mule app or deploy a new Mest
proxy app.

Select Deploy a proxy application for the proxy type.
6. Set the rest of the Runtime settings to the following values:

o Target type: CloudHub
¢ Runtime version: 4.4.0

e Proxy app name: training4-american-api-{lastname}

Proxy type O Connect to existing application (basic endpoint)

Connect your AP| to a Mule application using Autodiscovery.

o Deploy a proxy application
Select a deployment target and deploy a new Mule application to serve as a proxy.

Target type o CloudHub
Mule runtime hosted on the cloud by MuleSoft

O Hybrid

Mule runtime running on an on-premises server

Runtime version ‘ 4.4.0 4 ‘

Proxy app name @ ‘ trainingd-american-api-mmule ‘

Use lowercase letters, numbers and "-". Avoid starting with "-", "internal-" or ending with "-"

7. Click Next.
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8. For the API settings, ensure Select API from Exchange is selected then select your American
Flights API in the Select API section.

APls / Add API
° Runtime
API
0 AP Select the APl you want to manage
© select API from Exchange () Create new API
. Endpoint
Select API
= Review
Q Search APIs l
o American Flights API View in Exchange (4

Published to Exchange: April 18, 2022

9. Ensure the rest of the API settings fields are set to the following values:

Asset type: RAML/OAS
o API version: vl (Latest)

Asset version: 1.0.2 (Latest)

10. Click Next.
11. Set the Endpoint Implementation URI setting to
http://training4-american-ws-{lastname}.{region}.cloudhub.io/api.

APls / Add API
° Runtime

o API

Endpoint

Configure the endpoint and other settings.

Selected API American Flights APl View in Exchange “

o Endpoint

APlinstance label ®
(Optional)

= Review Recommended if you have multiple managed instances of the same API

Implementation URI l http:/ftraining4-american-ws-mmule.us-e2.cloudhub.io/api l

Consumer endpoint

(Optional) l https:// I

Base path l ! I

Client provider Anypoint




12. Expand Advanced options and examine the additional fields and values.

13. Click Next.

14. Review the Add API settings and click Save & Deploy.

APls / Add API
° Runtime
Review
° AH Review your selections before saving and deploying your APl instance. You can also save the configuration and deploy it later.
Runtime # Edit
° Endpoint
Runtime type Mule Gateway
e Review Proxy type Proxy
Target type CloudHub
Runtime version 4.4.0
Proxy app name trainingd-american-api-mmule
API # Edit
APl name American Flights AP|
APl version vl
Asset version 1.0.2
# Edit

Endpoint

APl endpoints
Base path
Scheme

Port

Cancel

http://trainingd-american-ws-mmule.us-e2.cloudhub.io/api
!
HTTP

8081

save s Deploy -

15. Wait until your APl is deployed to CloudHub.

Note: If it does not successfully deploy, examine the logs for your proxy application in Runtime
Manager to help figure out why the application did not deploy. If you had errors when deploying,
troubleshoot them, fix them, and then redeploy.
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16. Locate and review the links in the upper-right corner.

& Training 2 MM

Actions v

Manage CloudHub Proxy >
View API in Exchange >
View configuration details >

View Analytics Dashboard >

17. Select Manage CloudHub Proxy: a new browser tab should open with your new proxy application in
Runtime Manager.

Runtime Manager

SANDBOX ® training4-american-api-mmule
 Apy i
Application File
Dashboard trainingd-american-api-mmule -api-gateway.jar ‘ Choose file ‘ Get fri
. Last Updated 2022-04-19 12:17:22AM
Insight _ _ _
App url: trainingd-american-api-mmule.us-e2.cloudhub.io
Logs
Runtime Properties
Object Store
Queues Runtime version Worker size
schedules 4.4.0 v 0.1 vCores
| Settings oll] Te use Manitoring and Visualizer with this version, you may need to enable the agent after deploying.

Learn how

18. In the left-side navigation, select Applications; you should see the proxy application listed along with
your original application deployed from Anypoint Studio.
19. Click the row for the proxy and review its information in the right section of the window.

= Runtime Manager &
Switch back to classic applications list :
SANDBOX e & training4-american-
| Applications Deploy application Q  Search Applications X
Servers @ sStarted ~ (=3¢
Alerts All Applications (2)
vecs Name ~ server Status Runtime Version Date Modified el e
Last Updated 2022-04-19 00:17:22
Load Balancers trainingd-american-api-mmul... & CloudHub @ Started 4.4.0 2022-04-19 00:17:22 ) (el e i O
training4-american-ws-mmule @ CloudHub @® Started 4.4.0 2022-04-18 22:39:00 Runtime Version: 4.4.0
Worker size: 0.1 vCol
Workers: 1
Region: US East

Manage application ‘

20. Close the browser tab.
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View API details in APl Manager

21. Return to the tab with API Manager and review the API proxy information at the top of the page.

SANDBOX American Flights APl v1

& AP| Administration API Status: @ Active Asset Version: 1.0.2  Latest @ Type: RAML/OAS

Implementation URL: http://trainingd-american-ws-mmule.us-e2.cloudhub.io/api

Alerts )
i#} Add consumer endpoint
Contracts
Mule runtime version: 4.4.0-20220321
Policies
SLA Tiers API Instance @ Autodiscovery (@
Settings ID: 2283286 API ID: 2283286

Label: &2 Add a label

Proxy
Proxy Application: trainingd-american-api-mmule

Proxy URL: training4-american-api-mmule.us-e2_cloudhub.io

22. In the left-side navigation, click the APl Administration link; you should now see your American
Flights API listed.

APl Manager

APl Administration (Sandbox)

SANDBCX Add API v Filter by v

APl Administration

1 Status APl Name v Runtime
APl Groups

Active American Flights API Mule 4

Automated Policies

23. In the APl list, click the name of the API; you should be returned to the Settings page for the API.
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24. Click the View configuration details link in the upper-right corner.

Actions v
Manage CloudHub Proxy >
View APl in Exchange >
View configuration details >
View Analutires Nashhnard >

25. In the Endpoint configuration details dialog box, click Close.

Endpoint configuration details X

Your proxy is currently running on the APl Gateway, which will implement the
policies configured in the Anypoint Platform for APIs.

O cClient

i

& APl Gateway (CloudHub)

I

%2 APl implementation
http://trainingd4-american-ws-mmule.us-e2.cloudhub.io/api

Close

26. On the Settings page, look at the requests graph in the Key Metrics section; you should not see any
API requests yet.

= Download CSV

Requests Top Apps Latency

Include Policy Violations th 3 1d 7d 1m 3m 1y

No data available




View the new API proxy instance in Exchange

27. Return to the browser tab with Exchange.

28. Return to the home page for your American Flights API.

29. Click the Manage versions button to locate the API instances now associated with asset version
1.0.2; you should see the Mocking Service instance and now the new proxy.

Patch versions for 1.0

Version Lifecycle state Instances

@ Mocking Service

1.0.2 Stable

& Sandbox - v1:18245646
1.0.1 Stable «
1.0.0 Stable ~

Note: You may need to refresh your browser page before clicking Manage versions.

30. Click Close.

31. Click the GET method for the flights resource.

32. In the API console, notice that there is no drop-down menu to select an instance and the URL
indicates that only the mocking service is available.

| Vi
Latest 1.0.2 EKESELIER & Not Validated
A

APl is behind firewall @

1.0x v

https://anypoint.mulesoft.com/rf\ocking/apiN1 /sources/exchan
ge/assets/8b9acb86-5f34-4b77-9dfb-86d89b1f6a06/american-fli
ghts-api/1.0.2/m/flights

33. In the left-side navigation, select API instances; you should see that the new proxy instance does
not have a URL.

Managed instances

Instances Version Environment URL Visibility

Mocking 102 https:/fanypoint.mulesoft.com/mocking/api/v1/sources/exchange/assets/8b%ach86- @ Public

Service o 5f34-4b77-9dfb-86d89b1f6a06/american-flights-api/1.0.2/m

v1:2283286  1.02  Sandbox (3 private v 4
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Set a friendly label for the APl instance in APl Manager

34. Return to the browser tab with APl Manager.
35. On the Settings page for your American Flights API, click the Add a label link.
36. Set the label to No policy and press Enter/Return.

API Instance ()
ID: 2283286

Label: Mo policy

Set a consumer endpoint for the proxy in APl Manager
37. Locate the proxy URL.

Proxy
Proxy Application: trainingd-american-api-mmule
Proxy URL: trainingd-american-api-mmule.us-e2.cloudhub.io
38. Right-click it and copy the link address.
39. Click the Add consumer endpoint link.
Implementation URL: http://training4-america

) Add consumer endpoint

Mule runtime version: 4.4.0-20220321

40. Paste the value of the proxy URL.
41. Press Enter/Return.

American Flights APl v

APl Status: @ Active Asset Version: 1.0.2  Latest & Type: RAML/OAS
Implementation URL: http://trainingd-american-ws-mmule.us-e2.cloudhub.io/api
Consurmner endpoint: hitp:/trainingd-american-api-mmule.us-e2.cloudhub.io/

Mule runtime version: 4.4.0-20220321
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Make requests to the API proxy from Exchange

42. Return to the browser tab with Exchange.
43. Refresh the API instances page for your American Flights API; you should see the new label and

the URL.

Managed instances

Instances Version Environment URL

Mocking 10,2 https://anypoint.mulesoft.com/mocking/api/v1/sources/exchange/assets/135f2a50-c700-4a79-
Service o 934b-8715e9c432b1/american-flights-api/1.0.2/m

Mo policy 1.02 Sandbox http://trainingd-american-api-mmule.us-e2.cloudhub.io/

44. In the left-side navigation, select Home to return to the API's main page.
45, Click the Manage versions button to locate the API instances now associated asset version 1.0.2;

you should see the new label for the API instance.
Asset versions for 1.0.x
Version Instances

@ Mocking Service
@ Sandbox - No policy

1.0.1 :
1.0.0 :

@ Add new version

46. Click Close.
47. Click the GET method for the flights resource.
48. In the API console, you should now see a drop-down menu to select a server; click the drop-down

arrow and notice your API proxy instance is now available as a choice.

1 v
Latest 1.0.7 KOS I & Not Validated

-~

-~

APl is behind firewall @

1.0x v

Select server

| Mocking Service A |
Mocking Service

Sandbox - No policy
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49. Select the Sandbox - No policy instance.
50. Click the Send button; you should now see the real data from the database, which contains multiple
flights.

€ o« Time: 2068.1ms  :

{
"Ip": 1,
"code": "rreepopol",
"price": 541,

"departureDate": "2016-01-20T00:00:00",
"origin': "MUA™,
"destination™: "LAX",
"emptySeats": 0,
"plane": {
"type": "Boeing 787",
"totalSeats": 208

"Ip": 2,
"ecode": "eefddl23",

M mra s 200

51. Make several more calls to this endpoint.
52. Make calls to different methods.

Make requests to the API proxy from the public portal

53. Return to the public portal in the private/incognito window.

54. Click the GET method for the flights resource.

55. In the API console, natice that there is no drop-down menu to select an instance and the URL
indicates that only the mocking service is available.

& Assets list

APl is behind firewall (& N o—
s American Flights API vi | 1.0
https://anypeint.mulesoft.com/mocking/api/v
Home 1/sources/exchange/assets/27b1cec9-b90f-40
R /flights 67-a757-c0bb47352094/american-flights-api/
aFEL AlIUN

1.0.2/m/flights

Siimmans

) Mulesoft



Make an APl instance visible in the public portal

56. Return to the browser with Exchange.
57. In the left-side navigation for American Flights API, select API instances.
58. Change the visibility of the No policy instance from private to public.

API instances

You can add API instances from AP| Manager or non-managed instances on this page

Managed instances
Instances Version Environment URL Visibility

Mocking 1.0.2 https://anypoint. mulesoft.com/mocking/api/fv1/sou @ Public
Service o rces/exchange/assets/135f2a50-c700-4a79-934b-
8715e9c432b1/american-flights-api/1.0.2/m

http://trainingd-american-api-mmule.us- @ Public

Mo poli 1.0.2 Sandb
0 policy andbox e2.cloudhub.iof

59. Return to the public portal in the private/incognito window.
60. Refresh the page.

61. In the API console, change the API instance from Mocking Service to Sandbox - No policy.

APl is behind firewall (I)

Select server

Sandbox - No policy

http://trainingd4-american-api-mi
62. Click Send; you should a 200 response and flight data.

Look at the API request data

63. Return to the browser tab with APl Manager.
64. Refresh the Settings page for your American Flights API.
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65. Look at the Request chart again; you should now see data for some API calls.

Requests op Apps Latency
Include Policy Violations 1h  3h d 72d 1m 3m 1y
\
A
- \
] N,
Ay
[ AY
Vet A\
b
A —
A -
_
N

C4:50PM | 0455 PM | 0S:00PN  OBICSPM | 0510 PM  OBI1S PV | D520 PM | 02:25 PN | 05:30 PM | 05:35 PN | 05:40 P

(el

January 17, 2020

Note: You may have to wait for the data to populate.

66. Click the View Analytics Dashboard link located in the upper-right corner.
67. In the Date Range drop-down menu near the upper-left corner, select 1 Hour.
68. Review the data in the dashboard.

= Anypoint Platform #Training 7 MM

Overview

SANDBOX DateRange: 1Hour v APIs: | Al Include Palicy Violations & Reset Charts

Requests by Date

Custom Dashboard

Manage Charts
2
Manage Reports

15

[ o540 o5 w0 T i o008

e

Requests by Location

69. Close the browser tab.




Walkthrough 5-3: Restrict API access with policies and
SLAs

In this walkthrough, you govern access to the API proxy. You will:

¢ Add and test a rate limiting policy.
o Add SLA tiers, one with manual approval required.
o Add and test a rate limiting SLA based policy.

API Manager i Training ~ ?

AP Administration (Sandbox)  American Flights API (v1) - Policies

SANDEOX APls / American Flights API / Policies

& APl Administration Apply policies to manage security, control traffic, and improve adaptability of your APIs. Learn more about Policies.
AP| Administratior

Alerts Automated policies @

Contracts (o Cooooossoonnoossoooooooooe :
Policies :

SLA Tiers Y No automated policies applied

Settings

API-level policies @

+ Add policy

QUALITY OF SERVICE

Rate limiting - SLA based

Methods: All APl methods Resource: All API resources

Starting file

This walkthrough uses Anypoint Platform. There is no starting file. To complete the walkthrough, you must
have completed the preceding walkthrough.

Create a rate limiting policy

1. Return to the Settings page for your American Flights API in APl Manager.




2. In the left-side navigation, select Policies.

APl Manager & Training  ? MM

AP| Administration (Sandbox)  American Flights API (v1) - Settings

SANDBOX American Flights APl V1

€ AP| Administration API Status: @ Active Asset Version: 1.0.2  Latest &) Type: RAML/OAS

Manage CloudHub Proxy >
R Implementation URL: http://trainingd-american-ws-mmule.us-e2.cloudhub.io/api View APl in Exchange S
.
£hS Consumer endpoint: http://training4-american-api-mmule.us-e2.cloudhub.io/ & : :
View configuration details >
Contracts .
Mule runtime version: 4.4.0-20220321
Policies View Analytics Dashboard >
SLA Tiers API Instance ©® Autodiscovery @ View more analytics in Anypoint Monitoring >
Settings ID: 2283286 API ID: 2283286
Label: No policy
Proxy
Proxv Application: trainingd-american-ani-mmule
3. Under API-level policies, click the Add Policy button.
4. Under Browse by category, select quality of service.
5. Choose the Rate limiting policy.
Browse by category
ALL CATEGORIES (19) SECURITY (10} COMPLIANCE (2) TRANSFORMATION (2) TROUBLESHOOTING (1)
Quality of service
O HTTP Caching O Rate limiting - SLA based o Rate limiting {
Provides caching service for HTTP requests. Specifies the maximum value for the number of Specifies the maximum value for the number of
messages processed per time peried, and... messages processed per time period, and...

Learn more [ Learn more [ Learn more [

Click Next.
On the Configure Rate limiting policy page, set the following values and click Apply:

¢ Number of Requests: 3

e Time Period: 1

e Time Unit: Minute




8. Select Expose Headers.

APls / American Flights API / Policies / Configure Rate limiting policy

Identifier (Optional)

For each identifier value, the set of Limits defined in the policy will be enforced independently. Le.: #
[attributes.queryParams[identifier ).

Limits

Pairs of maximum quota allowed and time window.
A~ #

Number of Requests

E |

Time Period

K |

Time Unit

l Minute v l

+ Add

Clusterizable
When using a clustered runtime with this flag enabled, configuration will be shared among all nodes.

Expose Headers

Defines if headers should be exposed in the response to the client. These headers are: x-ratelimit-remaining, x-ratelimit-limit
and x-ratelimit-reset.

9. Expand Advanced options and examine the additional fields and values.
10. Click Apply; you should see the policy listed under API-level policies.

API-level policies @

+ Add policy

QUALITY OF SERVICE

-
"
l

Rate limiting

Methods: All APl methods Resource: All APl resources

11. In the left-side navigation, select Settings.
12. Change the API instance label to Rate limiting policy.

APl Instance (1)

ID: 2283286

Label: Rate limiting policy
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Test the new rate limiting policy

13. Return to the browser tab with your American Flights API in Exchange.
14. In the left-side navigation, select the /flights GET method.
15. Select the Sandbox — Rate limiting policy API instance.

Note: You may need to refresh the page to see the new label for the API instance.

16. Press Send until you get a 429 Too Many Requests response.

vl Too Many Requests Time: 321 ms :

{

"error": "Quota has been exceeded"
1

Create SLA tiers

17. Return to the browser tab with your American Flights APl in APl Manager.
18. In the left-side navigation, select SLA Tiers.
19. Click the Add SLA tier button.

— APl Manager

APl Administration (Sandbox)  American Flights APl (v1) - SLA Tiers (NEW)

SANDBOX ‘ : '
APls / American Flights APl / SLA Tiers
& AP| Administratior Create SLA Tiers to control the traffic of your API. Learn more
Contracts

Dimlirine
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20. In the Add SLA tier dialog box, set the following values:

e Name: Free

e Approval: Automatic
o #of Regs: 1

o Time Period: 1

e Time Unit: Minute

Add SLA Tier X
l Free [El

Description (Optional)

l Description l

Approval
o Automatic O Manual

Limits

# of Reqs Time Period Time Unit Visible
1 H1 llMinute vl

+ Add limit

21. Click the Add button.
22. Create a second SLA tier with the following values:

e Name: Silver

e Approval: Manual
o #o0fRegs:1

e Time Period: 1

e Time Unit: Second

Add SLA Tier Q Search l l 1w20f2
Name Limits Applications Status Approval
Free 1 0 ® Active Automatic
Silver 1 0 ® Active Manual
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Change the policy to rate limiting — SLA based

23. In the left-side navigation, select Policies.
24. In the Rate limiting policy options menu, select Remove policy.

QUALITY OF SERVICE

Policy enabled

& Edit configuration

Rate limiting

Methods: All APl methods  Resource: All API resources

Il Remove policy

25. In the Remove policy dialog box, click Remove.

26. Click the Add Policy button.

27. In the quality of service category, choose the Rate limiting - SLA based policy and click Next.

28. On the Configure Rate limiting — SLA based policy page, look at the expressions and see that a
client ID and secret need to be sent with APl requests as headers.

29. Select Expose Headers.

APIs / American Flights API / Policies / Configure Rate limiting - SLA based policy

Client ID Expression
Mule Expression to be used to extract the Client 1D from API requests.

‘ #[attributes.headers[client_id"] ‘

Client Secret Expression (Optional)

Mule Expression to be used to extract the Client Secret from API reguests.

‘ #[attributes.headers['client_secret']] ‘

Clusterizable
When using a clustered runtime with this flag enabled, configuration will be shared among all nodes.

Expose Headers

Defines if headers should be exposed in the response to the client. These headers are: x-ratelimit-remaining, x-ratelimit-limit
and x-ratelimit-reset.

Advanced options >
Configure policy version, methods and resources

@ MuleSoft



30. Click Apply; you should see the policy listed under API-level policies.
31. In the left-side navigation, select Settings.
32. Change the API instance label to Rate limiting — SLA based policy.

API Instance ()
ID: 2283286

Label: Rate limiting - SLA based policy

Test the rate limiting — SLA based policy in Exchange

33. Return to the browser tab with your API in Exchange.
34. Refresh the page and select the /flights GET method to make a call to the Sandbox — Rate limiting

— SLA based policy.
35. Click Send; you should get a 401 Unauthorized response with the error Invalid client id or secret.

m Unauthorized Time: 422.4 ms :

{

"error": "Invalid elient did or secret"

}




Walkthrough 5-4: Request and grant access to a managed
API

In this walkthrough, clients request access to an API proxy and administrators grant access. You will:

¢ Request application access to SLA tiers from private and public API portals.
e Approve application requests to SLA tiers in APl Manager.

# Training ~ ? MM

APl Manager

API Administration (Sandbox) ~ American Flights API (v1) - Contracts

SANDEOX APls / American Flights API / Contracts

& APl Administratior
Any Status v (Q Search by application name ‘

Alerts
Contracts Api instance contracts (2) Group contracts (0)

Policies

SLATiers [] 1t020f2 v

settings

Application Current SLA Tier Requested SLA Tier Status Actions
> Training external app Silver Applied - @ Approved

® Approved

> Training internal app Free Applied

Starting file

This walkthrough uses Anypoint Platform. There is no starting file. To complete the walkthrough, you must
have completed the preceding walkthrough.

Request access to the API as an internal consumer

1. Return to the browser tab with Anypoint Exchange.
2. In the left-side navigation, select Home to return to the API's home page.




3. Click the Request access button near in the upper-right corner.

= Exchange 5

& Back to assets list ‘

American Fl.|ght5 AP' ﬁ ‘ l Download v H Request access

7 RESTAPI i Training (© Updated 3 days ago

& Max Mule published 3 days ago | v publi

’ View code

Note: Other internal users that you shared the API with that do not have Edit permissions will see a
different menu.

Exchange # Training  ?
€ Back to assets list @
Am e I"ica n Fl.|g htS AP' l Download v l l Request access [ View code

7 RESTAPI  f Training (© Updated 3 days ago

= Max Mule published 3 days ago | v Public

4. Inthe Request access dialog box, select Rate limiting - SLA based policy in the API Instance drop-

1.0x v

down menu.
5. Click the Create a new application link in the Application drop-down menu.

Request access X
APl Instance Rate limiting - SLA based policy W
Application |5r:|ect application

Mo results found

SLA tier

(£} Create a new application

Cance Request access




6. Inthe Create new application dialog box, set the name to Training internal app and click Create.

Create new application

& Existing application

Application

Name Training internal app ]

Description Write a description here...
(Optional)

Application
URL https://yourcompany.com/applicationURL
[Optional)

OAuth 2.0
redirect @)
URIs

[Optional)

https://yourcompany.com/callback

7. Inthe Request access dialog box, set the SLA tier to Free.

Request access X
APl Instance Rate limiting - SLA based policy Vv
Application Training internal app Vv
SLA tier Free v
Requests Time period Time unit
1 1 Minute

Cancel Request access

8. Click Request access.
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9. Inthe Request API access dialog box, you should see that your request has been approved; view
the assigned values for the client ID and client secret.

Request AP| access X

Your request has been received and approved.

Use this client ID and client secret to access the requested APl instance. You
can always find these values at the application page.

Client ID: 2b8f074b48904d59828a9fd137c8d234
Client Secret: 2d3bFfe82D0B4dC5893754Fa36CBI52F

Close

10. Click Close.

Request access to the API as an external consumer

11. Return to the public portal in the private/incognito window.
12. On the main page for the American Flights API, you should now see a Request access button
(refresh if necessary); hover over it and notice the login tooltip.

Cookie Preferences  Login

€ Assets list
 —

- American F[_|ght5 APl vl Login to request access to the API

(0 reviews)
Home

SPFRIFIPATINN The American Flights API is a svstem API for ooerations on the american table in the training database.

13. Click Login in the upper-right corner; you should get a page to sign in or create an Anypoint
Platform account.
14. Enter your existing credentials and click Sign in.

Note: Instead of creating an external user, you will just use your existing account.

Sign in with Anypoint Platform

maxmule35401

| ..........‘ Show

Forgot your username or password? Privacy policy

Don't have an account?




15. Back in the public portal, click the Request access button.

16. In the Request access dialog box, select Rate limiting - SLA based policy in the API Instance drop-
down menu.

17. Click the Create a new application link in the Application drop-down menu.

18. In the Create new application dialog box, set the name to Training external app and click Create.

Create new application

€ Existing application

Application

Name Training external app

Description Write a descr\ption here...

(Optional)

Application
URL https:/fyourcompany.com/applicationURL
(Optional)

Oauth 2.0
redirect (O]
URIs

(Optonal)

https://yourcompany.com/callback

Cancel Create

19. In the Request access dialog box, set the SLA tier to Silver.

Request access X
API Instance Rate limiting - SLA based policy 4
Application Training external app v
SLA tier Silver '
Requests Time period Time unit
1 1 Second

Cancel

Request access

20. Click Request access.

21. In the Request API access dialog box, click Close.
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22. In the portal main menu bar, right-click My applications and select to open the link in a new tab; on

the new tab, you should see the two applications you created.

My applications

My applications
! Search X
Name Description

Training internal app

Training external app

23. Click the link for Training external app; you should see what APIs the application has access to,

values for the client ID and secret to access them, and request data.

& My applications list [ e | G
i :

Training external app

Client ID: 35477861 cd14f15acl6c59912f3faSe Application URL: - Grant Types: -
Client Secret: ssessssssssssssssensssssssssenss Show Redirect URIs: -

v

Sandbox

American Flights API m

Rate limiting - SLA based palicy

Application dashboard

24. Leave this page open in a browser so you can return to it and copy these values.

Grant an application access

25. Return to the browser window and tab with the Settings page for American Flights API v1 in API
Manager.
26. In the left-side navigation, select Contracts; you should see the two applications that requested

access to the API.

Group contracts (0)

D Tto2of2 v

Application Current SLA Tier Requested SLA Tier Status Actions

> Training external app - Silver & Pending lApproVe l [ Reject l [ Delete l

> Training internal app Free Applied ’ - @ Approved
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27. Click the Approve button for the application requesting Silver tier access.
28. Expand the Training external app row and review its information.
29. Copy the value of the Client ID.

Application Current SLA Tier Requested SLA Tier Status Actions

v Training external app Silver Applied - ® Approved
Oowners: Max Mule Submitted: 7 minutes ago
Client ID: 024441bca9844752a9075222c9d45058 Approved: 2 minutes ago
URL: - Rejected:
Redirect URIs: - Revoked:

> Training internal app Free Applied - ® Approved

Add authorization headers to test the rate limiting — SLA based policy from an API portal

30. Return to the private/incognito browser window and tab with the American Flights API portal in the
public portal.

31. Try again to make a call to the Sandbox — Rate limiting — SLA based policy; you should still get a
401 Unauthorized response.

32. In the Headers section, click the Add link.

33. Set the header name to client_id.

34. Set the value of client_id to the value you copied.

Headers

COPY I Text editor

client_id | | 35d7786f1cd14f15acf6c59912f9fabe @

® Add

35. Return to the browser tab with My applications in the public portal.

36. Click the Show link next to Client Secret then copy its value.
37. Return to the browser tab with the API console in the public portal.
38. Add another header and set the name to client_secret.
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39. Set the client_secret header to the value you copied.

Headers
COPY ~J® Text editor

©

¢26a02f702394B2683b445e14aA481° | O]

client_id | | 35d7786f1cd14f15acf6c59912f9fabe

client_secret

@ Add

40. In the course snippets.txt file, record these client_id and client_secret values in the section reserved
for this module.
41. Click Send; you should now get a 200 response with flight results.

oK Time: 1036.2000000029802
1 (-0
2 |-
3 "ID": 1,
4 "code": "rreef0O1",
5 "price": 541,
6 "departureDate": "2016-01-20T00:00:00",
7 "origin": "MUA",
8 "destination": "LAX",
9 "emptySeats": 0,
10 |- "plane": {
11 "type": "Boeing 787",
12 "totalSeats": 200
13 }
14 1,
15 |- {
16 "ip": 2,
17 "code": "eefd0123",
18 "price": 300,

|Z
c
0
wn
o
=y



Walkthrough 5-5: Add client ID enforcement to an API
specification
In this walkthrough, you add client ID enforcement to the API specification. You will:

¢ Modify an API specification to require client id and client secret headers with requests.
e Update a managed API to use a new version of an API specification.

e Call a governed API with client credentials from API portals.

Note: If you do not complete this exercise for Fundamentals, the REST connector that is created for the
API and that you use later in the course will not have client_id authentication.

#%RAML 1.0
title: American Flights API Headers

1
2
3
4 types:
5
6
7
g

AmericanFlight: !include /exchange modules/2b617! COPY B Text editor
tralts: _ client_id*

client-id-required:
9 headers:
10 client_id: | @
11 type: string Value is required but currently empty.
12 client_secret: client secret*
13 type: string
14 responses:
15 401: | @
16 description: Unauthorized, The client_id or  Value is required but currently empty.
17 429:;
18 description: The client used all of it's
19 500: @ Add
20 description: An error ocurred, see the spes
21 503:

22 description: Contracts Information Unreach:
23 Send
24 fTlights:

Starting file

This walkthrough uses Anypoint Platform. There is no starting file. To complete the walkthrough, you must
have completed the preceding walkthrough.

Copy the traits required to add authentication to the API specification

1. Return to the browser tab with American Flights API v1 in APl Manager.

2. In the left-side navigation, select Policies.




3. Inthe Rate limiting — SLA based policy options menu, select API Specification snippet.

QUALITY OF SERVICE

Policy enabled

«/» APl specification snippet

Rate limiting - SLA based

.

Methods: All APl methods  Resource: All APl resources

# Edit configuration

Wl Remove policy

4. On the API specification for Rate limiting - SLA based page, select the RAML 1.0 tab.
5. Copy the value for the traits.

APls / American Flights API / Policies / API specification for Rate limiting - SLA based

This is the behaviour of the API, review, copy and paste it to your specs. Please read Applying Resource Types and Traits section on RAML
documention for more information.

RAML 0.8 RAML 1.0 0AS 2.0 0AS 3.0

Client ID based policies by default expect to obtain the client ID and secret as headers. To enforce this in the AP| definition a trait can be defined
in RAML as shown below.

traits:
client-id-required:
headers:
client_id:
type: string
client_secret:
type: string
responses:
401:
description: Unauthorized, The client_id or client_secret are not wvalid or the client does not have access.
429:
description: The client used all of its request guota for the current period.
500:
description: An error occurred, see the specific message (Only if it is a WSDL endpoint).
503:
description: Contracts Information Unreachable.

6. Inthe APl Manager asset path near the top of the page, click American Flights API.

APIs / American Flights AP| / Policies / API specification for Rate limiting - SLA based




Add authentication headers to the API specification

7. Return to the browser tab with your API in Design Center.
8. Go to a new line after the types declaration and paste the traits code you copied.

1 #%5RAML 1.0
2 title: American Flights API
3
4 types:
5 AmericanFlight: !include /exchange_modules/2b6171
]
7 traits:
8 client-id-required:
9 headers:
18 client_id:
11 type: string
12 client_secret:
13 type: string
14 responses:
15 481:
16 description: Unauthorized, The client_id o
17 4249:
18 description: The client used all of it's rni
19 500:
20 description: An error ocurred, see the spei
21 503:
22 description: Contracts Information Unreach:

23
24 /Tlights:

9. Go to a new line after the /flights resource declaration and indent.

21 W 583:

22 description: Contracts Information Unreachable.
23

24 ~ fTlights:

25 W

26 w~ | get:

27 gqueryParameters:

28 W destination:

29 required: false

10. Add a nested is node with an empty array.

is: []
21 v 503:
22 description: Contracts Information Unreachable.
23

24 s« fTlights:
25 | is: |[1

26 ~ | get:
27 queryParameters:
28 w destination:
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11. Make sure the cursor is inside the array brackets and add the client-id-required trait name as an
array element.
24 ~ JTlights:
25 ~ is: [client-id-required]
26 ~ | get:
27 gueryParameters:

12. Repeat this process so the trait is applied to all methods of the {ID} resource as well.

55 F{ID}:

56 is: [client-id-required]
57 get:

58 responses:

Test the APl in the API console in Design Center

13. In the API console, select one of the resources and click Try it.
14. In the Headers section, you should now see fields to enter client_id and client_secret.
15. Look at both fields; you should see value is required messages for each.

Headers

COPY I Text editor
client_id*

-9 O

Value is required but currently empty.
client_secret*

-9 O

Value is required but currently empty.




16. Enter any values for the client_id and client_secret and click Send; you should get a 200 response
with the example results.

client_id*
123 |
—Q ©
client_secret*
|
—Q ©

® Add

200 Jeld Time: 515.3999999910593 ms E
1 -[
2 - {
3 "ID": 1,
4 "code": "ER38sd",
5 "price": 400,

W 4. _m_L_N. WAanaTsinT farn

Publish the new version of the API to Exchange

17. Click the Publish button.
18. In the Publishing to Exchange dialog box, examine the asset version then click the Publish to
Exchange button.

19. Wait for the API to publish then in the resultant dialog box, click Close.




Update the managed API instance to use the new version of the API specification

20. Return to browser tab with American Flights API v1 in APl Manager.
21. Refresh the page then locate the asset version displayed at the top of the page; you should see
1.0.2 and a new Update drop-down menu next to it.

American Flights APl vi

AP| Status: @ Active Asset Version: 1.0.2  Updatev Type: RAML/OAS

Implementation URL: http://trainingd-american-ws-mmule.us-e2.cloudhub.io/api
Consumer endpoint: http://trainingd-american-api-mmule.us-e2 cloudhub.io/

Mule runtime version: 4.4.0-20220321

22. Select Update asset in the Update drop-down menu.

Asset Version: 1.0.2  Updatev Type: RANL/OA

tp:/ftrainingd-america;  View new asset in Exchange o

pi//training4-americar Update asset N

A4.0-20220321

23. In the Update asset version dialog box, select 1.0.3 (Latest) in the drop-down menu.

Update asset version

Asset Version: 1.0.3 (Latest) W |

@ Change of specification requires redeploy to take effect

Cance Change

24. Click Change; you should see the 1.0.3 asset version displayed at the top of the page with the

Latest label next to it.
American Flights APl v1
API Status: @ Active Asset Version: 1.0.3  Latest & Type: RAML/OAS

Note: You may need to refresh the page to see the new version and label.
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Test the rate limiting — SLA based policy in the API console in Exchange

25. Return to the browser tab with Exchange.
26. Return to the home page for the API and click the Manage versions button; you should see the new
version listed with instances for both the Mocking Service instance and the new proxy.

Patch versions for 1.0

Version Lifecycle state Instances

i Mocking Service

1.0.3 Stable = ~
b Sandbox - Rate limiting - SLA based policy
1.0.2 Stable +
27. Click Close.

28. Click the GET method for the flights resource; you should see required text fields for client_id and
client_secret and no longer need to add the headers manually for each request.

Note: You will test and use the authentication with the REST connector later in the Fundamentals

course.
Headers
COoPY I Text editor
client_id*
Value is required but currently empty.
client_secret®

Value is required but currently empty.

@ Add

29. Close all Anypoint Platform browser windows and tabs.
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